EMBRY-RIDDLE

Aeronautical University.
SCHOLARLY COMMONS

Security Studies & International Affairs -

Daytona Beach College of Arts & Sciences

10-24-2009

Digital Forensics: Everything Leaves a Trace in Cyberspace

Gary C. Kessler
Champlain College - Burlington, kessleg1@erau.edu

Follow this and additional works at: https://commons.erau.edu/db-security-studies

b Part of the Internet Law Commons, and the National Security Law Commons

Scholarly Commons Citation

Kessler, G. C. (2009). Digital Forensics: Everything Leaves a Trace in Cyberspace. , (). Retrieved from
https://commons.erau.edu/db-security-studies/16

This Presentation without Video is brought to you for free and open access by the College of Arts & Sciences at
Scholarly Commons. It has been accepted for inclusion in Security Studies & International Affairs - Daytona Beach
by an authorized administrator of Scholarly Commons. For more information, please contact commons@erau.edu.


http://commons.erau.edu/
http://commons.erau.edu/
https://commons.erau.edu/db-security-studies
https://commons.erau.edu/db-security-studies
https://commons.erau.edu/db-arts-sciences
https://commons.erau.edu/db-security-studies?utm_source=commons.erau.edu%2Fdb-security-studies%2F16&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/892?utm_source=commons.erau.edu%2Fdb-security-studies%2F16&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/1114?utm_source=commons.erau.edu%2Fdb-security-studies%2F16&utm_medium=PDF&utm_campaign=PDFCoverPages
https://commons.erau.edu/db-security-studies/16?utm_source=commons.erau.edu%2Fdb-security-studies%2F16&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:commons@erau.edu

P COLLEGE

CHAMPLAIN n?,“i'::.ﬁ'.i;:“@\

Digital Forensics:

Everything Leaves a Trace in Cyberspace

Parents Day
October 24, 2009
Burlington, VT

Gary C. Kessler
M.S., Digital Investigation Management Program
B.S., Computer & Digital Forensics Program

Overview

e What is cyberforensics
e Legalissues
e The computer/network forensics process

e Where does the data go -- Some
examples

e Locard's Principle
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What is "Cyberforensics"?

e forensics

» The use of science to investigate and establish facts in
criminal or civil courts

» Computer forensics, digital forensics, network
forensics, cyberforensics

e Branches include
» Medical forensics
» Physical evidence
» Forensic accounting
» Computer and network forensics

© 2003-2009, Gary C. Kessler

Why Cyberforensics?

e Computers/Internet are the fastest growing
technology tools for criminals and criminal acts

e Access is nearly ubiquitous
» >1B Internet users, ~¥23% in North America
» In U.S., 95% of schools, >50% of classrooms, and >80%
of homes have Internet access
» >8B Web pages listed by Google before they stopped
counting...
e 85B pages at the Internet Archive waybackmachine
e The technology is smaller, cheaper, faster, more
mobile than ever!!

http://www.internetworldstats.com/stats.htm ‘
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Computer Crime is Attractive

e Average armed bank robbery:
» Nets $7,500 (S60M annual)
» 16% of money recovered
» 80% of offenders go to jail
e White collar computer crimes take in about $10B
annually
» <5% of offenders go to jail
» Juries consider this a non-violent crime
» Criminal statutes vary internationally

© 2003-2009, Gary C. Kessler 4

What Crime Scenes Have Computers?

e Murder e Gun dealing

e Kidnap e Robbery/burglary

e Rape e Gambling

e Extortion e Stock/bond scams

e Stalking e Confidence games

e Drug dealing e Web defacement

e Auto theft e Terrorism

e Espionage e Theft of computer files

¢ |dentity theft/fraud Child sexual exploitation
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The Fourth Amendment

The right of the people to be secure in their
persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not
be violated, and no Warrants shall issue, but
upon probable cause, supported by Oath or
affirmation, and particularly describing the
place to be searched, and the persons or
things to be seized.

© 2003-2009, Gary C. Kessler 6

Searching and Seizing Computers

e 4th Amendment protections still in force

e Exceptions to warrant requirement

» Permission

e Must get permission from competent authority
— | still expect privacy on a home system even with multiple
users

» Plain view
e E.g., child porn screen saver

» Exigent circumstances
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Expectation of Privacy

e Company-owned computers and servers do
not generally offer a user an expectation of
privacy

» But it is best if there are explicit policies
spelling this out

* No expectation of privacy if third-party is
asked to examine a system

© 2003-2009, Gary C. Kessler 8

Collecting Evidence

e Search of a computer has few rules if the
searcher is not an "agent of the state"

» Before involving the police, private entities are
not bound by 4th Amendment

» This includes system administrators, repair
personnel, even "illegal access" by others

e Collecting data after calling police requires
special care and, possibly, a search warrant
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Federal Laws

e Electronic Communications Protection Act (ECPA)
extends federal wiretap protection to computer
communications including electronic mail

» ECPA protects any in-transit communication

» Unopened e-mail is considered to be in transit

» Opened e-mail still stored on server is not in transit
» ECPA extends the workplace into cyberspace

e Privacy Protection Act (PPA) protects documents
that are intended for publication

© 2003-2009, Gary C. Kessler 10

Side Note: Define "ISP"

e Commercial service providers are easy...

» Sells Internet access, e-mail service, and/or
Web hosting for a fee

e What about...
» College/university campus?

» Organization that provides Internet access to
employees?
» My neighbor?
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Computer Forensics Process

Bit-for-bit image of original data
» Forensically correct copy of media (mirror image)
» Maintain evidentiary chain

Analyze the copies of the data

» Files, deleted files, unallocated space, file slack, logs

Reconstruct picture of what information is/was
on that computer

Link the computer to a specific human being

© 2003-2009, Gary C. Kessler 12

Cyber Investigations

Computer/network evidence alone will generally
not convict a suspect
» But if the evidence helps solidify a pattern of behavior,
it can be very convincing
Forensic analysis can also help counter "false
defenses"

» "Someone else put the pictures on the suspect's
computer."

» "My client does not know the victim."

» "The defendant has never been in contact with {drugs/
guns}."
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My Idea of a Computer...

Scieatises from the RAND Corporatios bave creazed this model o illssirate beow a “bome rcn;«mr could ook like ix the
year 200y. However the needed techuology will sot be ecexomically feasible for the average bome. Also the sciestists readily
admit that the computer will require not yet in oy 10 actually work, bat 50 sears from sow scientific progress is
expected to solve these problems. With seletype interface and the Fortran lasguage, the computer will be easy touse and oxly
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.
A Typical Home Computer
Source: National White Collar
Crime Center
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Computers

e An increasing number of devices have
embedded computers... with logs and
memory

000 0 0015

ki
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Secondary Storage

e Storage of data, files,
programs, images,
videos, music, etc.

e Hard drive capacity
commonly 40-160 GB;
600 GB and larger
available

e Hard drives may be
internal or external

2003-2009, Gary C. Kessler 17




Removable Storage Devices

* Floppy drives, tape,
hard drives, CDs,
DVDs, ZIP disks,
thumb drives, MP3
players, ...

© 2003-2009, Gary C. Kessler

Not Enough Can Be Said About Thumb Drives...
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When Are You Done?

e Just because you don't find something doesn't
mean it's not there!!
* Do you stop looking when you feel there's enough
evidence to convict? It depends on
» Whose computer
» Legal basis for the search
» Nature of crime

* In some cases, scope of search depends on
consent of the suspect or the owner

© 2003-2009, Gary C. Kessler 20

So, Where is All This Information?

Example #1: Deleted Files

Example #2: Web Browsers

Example #3: Cell Phones
Example #4: Metadata
Real Example: The BTK Killer

2003-2009, Gary C. Kessler 21
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Example #1: Deleted Files

e Files on a floppy

» Use hex editor to see what "deleted" files look
like
» Use EnCase to examine "deleted" information

© 2003-2009, Gary C. Kessler 22

Uolume in drive A is TEST_FLOPPY
Uolume Serial Number is FC1A-3838

Directory of A:\

gkalogo.gif
: , iana. jpg

03/05/1999 : , trinux.gif

06/24/1999 : s fahc.gif

07/07/1999 : s ICA_Summer_Logo. jpg

06/16/1998 : s crypto.doc

04/03/2000 : , icann-logo.gif

05/08/2000 : . CUSIlogo. jpg

07/27/2000 : , iotp_scope.gif

07/27/2000 : , iotp_business_entity.gif

07/27/2000 : s iotp_message.gif

07/31/2000 : s iotp_message_flow.ppt

09/04/2000 : s Binary Numbers and Subnet Masks.rtf

09/22/2000 : s is_payment_systems.rtf

12/29/2000 : s infragardlogo.gif
is_tools_net_toolbox_port_scan.gif
is_tools_scan.rtf

,269 Fyodor_ Port Scanning Article in Infor

18 File(s) 277,327 bytes
0 Dir(s) 1,176,576 bytes free

2003-2009, Gary C. Kessler 23
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_iolx|

File Edit Search Position View Tools Specialist Options File Manager Window Help

DEeH&E&E & Ba BB O o [ W - B & S e m O 2 a v 4D
DriveA:l
il Lorivea: =lof>]
Drive A: 81%free | Offset 0 1 2 3 4 5 6 7 8 9 &4 B C D E F| Accessw | !
Test_floppy FAT1Z|" 0po02600 |H4 45 53 54 SF 46 4C 4F 50 50 59 08 00 00 00 00 | TEST_FLOPPY.. ... i
— original| 00002610 |00 00 00 00 00 00 13 4D 71 2E 00 00 00 00 00 00 Ma -
: 00002620 | 47 4B 41 4C 4F 47 4F 20 47 49 46 20 18 03 21 4D | GKALOGO GIF .. IM
Undo level: 0| 00002630 |71 2E 71 2E 00 00 8B 5B 3E 28 02 00 D2 06 00 00| g.q...0[>(..0..
Undo reverses: na| 00002640 |49 41 4E 41 20 20 20 20 4A S0 47 20 18 B2 21 4D | IANA  JPG .2IM
00002650 |71 2E 71 2E 00 00 EE 68 G5B 25 06 00 12 57 00 00 | g.q...ih[%...W..
Used space: 215KB | 0opo2ee0 |54 52 43 4E 55 58 20 20 47 49 46 20 18 BB 22 4D | TRINUX GIF .»"M
281088 bytes | nnng2e70 |71 2E 71 2E 00 00 A1 7E 65 26 32 00 EE 19 00 00 | q.q...i~e&2.i...
Free space: 11MB| 00002680 |46 41 48 43 20 20 20 20 47 49 46 20 18 A7 23 4D | FAHC  GIF .S#M
1,176,576 bytes | 00002690 |71 2E 71 2E 00 00 59 49 D8 26 3F 00 7E 08 00 00| q.q...YIG&?.~. ..
Total capaciy: 14mp| 00002640 |42 67 00 6F 00 2E 00 6A 00 70 00 OF 00 B6 67 00 | Bg.o...j.p
1 474560 bytes | 000026B0 | 00 00 FF FF FF FF FF FF FF FF 00 00 FF FF FF FF | . yyyyyyyy. .
000026C0 | 01 49 00 43 00 41 00 SF 00 53 00 OF 00 B 75 00| .I.C.A._.S...
Bytes per cluster: 512| 000026D0 | 6D 00 6D 00 65 00 72 00 SF 00 00 00 4C 00 6F 00 | m.m.e.v._..
Free clusters: 2,298| 00D026E0 |49 43 41 SF 53 55 7E 31 44 50 47 20 00 6C 24 4D | ICA_SU~1JPG
Total clusters: 2,847 | 000026F0 |71 2E 71 2E 00 00 66 73 E7 26 44 00 3C 41 00 00| q.q...fsg&D
Ejoe e i 51| 00002700 |43 52 59 50 54 4F 20 20 44 4F 43 20 18 6C 25 4D | CRYPTO DOC
Ulzefelte e s 2847 | 00002710 |71 2E 71 2E 00 00 90 82 DO 24 65 00 00 CO 00 00| q.q Pse. A
First data sector: 33| 00002720 |42 66 00 00 00 FF FF FF FF FF FF OF 00 1D FF FF | Bf .

00002730 |FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF | §yyyyyvyvy
Last scanned: nfa| 00002740 |01 69 00 63 00 61 00 6E 00 6E 00 OF 00 1D 2D 00| .i.c.a.n.n...
Cluster No.: nia| 00002750 | 6C 00 6F 00 67 00 6F 00 2E 00 00 00 67 00 69 00| l.o.g.o.....
Rootdirectory| 00002760 |43 43 41 4E 4E 2D 7E 31 47 49 46 20 00 A8 26 4D | ICANN-“1GIF
00002770 |71 2E 71 2E 00 00 04 34 83 28 C5 00 B4 12 00 00 | g.q....41(A
00002780 | 41 43 00 55 00 53 00 49 00 6C 00 OF 00 DC 6F 00 | AC.U.S.I.1
00002790 |67 00 6F 00 2E 00 6A& 00 70 00 00 00 67 00 00 00 g.o...3.p...
00002740 | 43 55 53 49 4C 4F 47 4F 44 50 47 20 00 95 27 4D | CUSILOGOJPG

4
Sector 19 of 2880 Offset: 2600 =84

© 2003-2009, Gary C. Kessler 24

Command P

07/07/1999 127 s ICA_Summer_Logo. jpg
06/16/1998 :20 crypto.doc
04/03/2000 132 icann-logo.gif
05/08/2000 121 , CUSIlogo. jpg
07/27/2000 102 , iotp_scope.gif
07/27/2000 :03 R iotp_business_entity.gif
07/27/2000 104 iotp_message.gif
07/31/2000 146 iotp_message_flow.ppt
09/04/2000 : 49 s Binary Numbers and Subnet Masks.rtf
09/22/2000 : 00 s is_payment_systems.rtf
12/29/2000 :25 17,780 infragardlogo.gif
: 06 13,116 is_tools_net_toolbox_port_scan.gif
:26 29,097 is_tools_scan.rtf
124 1,269 Fyodor_ Port Scanning Article in Inform.t

18 File(s) 277,327 bytes
0 Dir(s) 1,176,576 bytes free

* %

Are you sure (Y/N)? y

Uolume in drive A is TEST_FLOPPY
Uolume Serial Number is FC1A-3838

Directory of A:\

File Not Found

A:\>

2003-2009, Gary C. Kessler 25
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_lolx]
I File Edit Search Posiion View Tools Specialist Options File Manager Window Help

DEHEEE | ~-bahR | ALY | oReEs | 9FcmL | av ) |
Drive A: ]

CE—— 2
Drive A: 81% free Of fset 01 2 3 4 5 6 7 8§ 9 A4 B C D E F| Access'W¥w |
Test_floppy FAT1Z | nop02600 |E4 45 53 54 SF 46 4C 4F 50 50 59 08 00 00 00 00 | TEST_FLOPPY
p— original| 00002610 | 00 00 00 00 00 00 13 4D 71 2E 00 00 00 00 00 00| ..... .. Ma. ...

: 00002620 |E5 4B 41 4C 4F 47 4F 20 47 49 46 20 18 03 21 4D | 4KALOGO GIF .
Undo level: 0| 00002630 |71 2E 71 2E 00 00 8B 5B 3E 28 02 00 D2 06 00 00| q.q...0(>(..
Undo reverses: nia| 00002640 |ES 41 4E 41 20 20 20 20 4A 50 47 20 18 B2 21 4D | 4ANA  JPG

00002650 |71 2E 71 2E 00 00 EE 68 5B 25 06 00 12 57 00 00 | q.q...ih[%. ..
Used space: 275KB | opp2ee0 |ES 52 49 4E 55 58 20 20 47 49 46 20 18 BB 22 4D | 4&RINUX GIF .
281,088 b¥tes | nnog70 |71 2E 71 2E 00 00 AL 7E 65 26 32 00 EE 19 00 00 | q.q...i%e&2.i...
Free space: 11MB| 00002680 |ES 41 48 43 20 20 20 20 47 49 46 20 18 A7 23 4D | AAHC  GIF .S#M
1,176,576 bytes | 00002690 |71 2E 71 2E 00 00 59 43 D8 26 3F 00 7E 08 00 00

otallcan acity: 14mp| 00002640 |ES €7 00 6F 00 2E 00 64 00 70 00 OF 00 B6é 67 00
1474560 bytes | 00D0026B0 | 00 00 FF FF FF FF FF FF FF FF 00 00 FF FF FF FF

000026C0 | ES 49 00 43 00 41 00 SF 00 53 00 OF 00 Bé 75 00| & =
Bytes per cluster: 512| 000026D0 | 6D 00 6D 00 65 00 72 00 GF 00 00 00 4C 00 6F 00 | m.
Free clusters: 2,298 | 000026E0 |ES 43 41 SF 53 S5 7E 31 4A 50 47 20 00 6C 24 4D | &
Total clusters: 2847 | 000026F0 |71 2E 71 2E 00 00 66 73 E7 26 44 00 3C 41 00 00| q.
i e Swr 512| 00002700 |ES 52 59 S0 54 4F 20 20 44 4F 43 20 18 6C 25 4D &l
Ul e 847 | 00002710 |71 2E 71 2E 00 00 90 82 DO 24 65 00 00 CO 00 00| q.
First data sector: 33| 00002720 |ES €6 00 00 00 FF FF FF FF FF FF OF 00 1D FF FF | &
00002730 |FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF | ¥
Last scanned: nia| 00002740 |ES 69 00 63 00 61 00 6E 00 6E 00 OF 00 1D 2D 00 | &i. .
Cluster No.: nia| 00002750 | 6C 00 6F 00 67 00 6F 00 2E 00 00 00 67 00 69 00| l.o.g.0..... g
Rootdirectory| 00002760 |ES 43 41 4E 4E 2D 7E 31 47 49 46 20 00 A8 26 4D | 4CANN-~1GIF . &M
00002770 |71 2E 71 2E 00 00 04 34 83 28 C5 00 B4 12 00 00| q. :

00002780 | ES 43 00 S5 00 S3 00 49 00 6C 00 OF 00 DC 6F 00
_q 00002790 |67 00 6F 00 2E 00 64 00 70 00 00 00 67 00 00 00| g.o...3.p...
[ 00002740 |ES 55 53 49 4C 4F 47 4F 44 50 47 20 00 95 27 4D | AUSILOGOJP

<

Sector 19 of 2880 | Offset: 2600 | =84, [ |
© 2003-2009, Gary C. Kessler 26

3% EnCase Version 3 - [New Case] I [=1E3]

@ Fle Edit Vew Tools Window Help _|=[x]

O New = 0pen [ Save | & | 3.Add [&Preview SAcquire | — Back — Forward #Prev € Next| #hSearch EPEScript

] Bookmarks ] Keywords ]DD

e ‘:‘%?352303031701 Table | I Timeline | Report ||
' 0@ (1) cusllog... |0 @ @) icann-lo... [0 @ @)ICA_Su.. |0 @ @) infragar... |0 @ () iotp_busi...|[] @ (6) iotp_mes...
D |agel 48 |75 |
= J‘:ﬂ?‘y "
ICANN - — - -
0@ ) iotp_sco... |0 @ @) is_tools_...|[] @ (@) _AHC.GIF 0@ (11) KALO... |0 @ (12) _RINUX....
“| Text | Hex | Report | ] Disk | Evidence | Lock |PS23 L5238 CL207 SO0 FOO LE1

2003031701\CUSIogo. jog

2003031701.cas 2003-2009, Gary C. Kessler 27
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Encase Version 3 - [C:\My DocumentsPowerpoint'|Forensics\FloppySample’ 2003031 701.¢i -0 5]

S Fle Edit View Tools Window Help =]
[ New ¢=0pen B Save | & | 3.Add [&Preview SAcquire | 4aBack — Forward #Prev & Next| @ Search EFEScript
Case ] I Keywords ] Oo
01| B -
i [%E%si?;glissin ] Gallery ] Timeline ] Report H
-0 CIFinal Report BD?"“‘:“" Preview N::e T'::t ‘ ﬂ
O] (X Text Fragments L - -
o0 C1Documents earch Hit |ck will always be encrypted into the same cip DUna[]Dcatgd Clus... crypt  File,
oL CPictures earch Hit | every time it is encrypted. The wost comwon [ Unallocated Clus.. cryet  File,
1 M @, Search @ search Hit |v used secret-key encryption schewe used toda () Unallocated Clus... ©rvpt  File,
W™ crypt B Search Hit |today is the Data Encryption Standard (DES), [ Unallocated Clus... CXypt  File,
™o
E%msmg B Search Hit |of other secret-key cryptography algorithms t [ Unallocated Clus.. Crypt  File,
& E‘-j_‘lgeggrch Pt |¥ 33 |@searchHit |ourled with three encryption steps. CAST-128  (Iunallocated Clus.., cryet  File,

earch Hit |nternational Data Encryption Algorithm (IDER) (I Unallocated Clus... €rypt  File,
earch Hit used in comwercial gryptography products, al DUnalchawd Clus... crypt  File,
earch Hit |25, and nwdber of encryption passes over the DUna[IDcated Clus... cxrypt  File,
M 37 |@searchHit |e data. Public-Key Cryptography Public-key  [Junallocated Clus.. Crypt  File,
M 38 |@SearchHit |ooraphy Public-key cryptography (PKC) was in [ Unallocated Clus... cxvpt  File,

M 39 Search Hit |lem with secret-key cryptography. Their schem []Unallocated Clus... crvpt File, ¥
4 »

O] (2 Session 1

| Hex | Report | Picture | Disk | Evidence || Lock |PS 145 L5145 CL114 50314 FO54586 LES

0053922 |ses either two or three different keys, coupled with three encryption steps. CAST-128 (described in Request for Coﬂ
0054036 |mmwents, or RFC, 2144; CAST is not an acronym but its name is derived from the initials of its inventors, Carlisle ==
0054150 |Adams and Stafford Tavares of Nortel) and the International Data Encryption Algorithm (IDEA) are conceptually simi
0054264 |lar to DES; both are 64-bit block ciphers using 128-bit keys. CAST and IDEA are also internationally available and
0054378 |, therefore, unencumbered for use by members of the Internet community. Rivest Cipher 4 (RC4), named for its inven
0054492 |tor Ron Rivest, is a stream cipher using variable-sized keys; it is widely used in commercial graphy product
0054606 [s, although it can only be exported using keys that are 40 bits or less in length. RC5 is a block-cipher supportin
0054720 |g a variety of block sizes, key sizes, and number of encryption passes over the data. Public-Key Cryptography Pu

0054834 |blic-key cryptography (PKC) was invented in 1976 by Martin Hellwan and Whitfield Diffie of Stanford University to ﬂ

20030317014Unallocated Clusters
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Example #2: Web Browsers

e Browser store just about everything
» Registry keys and directories
» Bookmarks, cookies, browser history, Internet cache, typed URLs,
stored forms, stored passwords, download tracking
¢ |E and Firefox are predominate browsers but there are
many others in wide use
» AOL

» Epiphany !. |l e

» Netscape et rnet Exol

» Opera
» Safari

@ Netscape

2003-2009, Gary C. Kessler 29
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Example #3: Mobile Phones

?LG VX-6100 Photos (Phone Scoop) - Mozilla Firefox
Sle g Yen So foimaris Toos iy

G p D B [ s poncsanp confproneszoom hyrp=sisage2
@ et o 6 Lot s () wosteFrerscsnio

1= 5] > LG VX-6100 Photos (Phone Scoop) - Mozilla Firefox = =X|
Fie g e o )
“l0w e @D 5 O B (5 vt shoneon comhonesimam perp-sonsa=s Yowlt ]
@ coing s 2 et Heains [ b Fasnss
0 [5G 6100 Photas (Phone Sco. [ L6 Vo110 Spece & Pt (.. ]

Free
Google
Download
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File Edit Data AutoSync View Help

| Today | PhoneBook | Wallpaper || Ringers | Calendar | Memo Todo 71 SMS \Ea’ll History || Play List | Filesystem | Log | Protocol Log

e/ Name Size  Date
£ ART 5 nvm_noos 3764
@ [ ows [ rvm_ooos 2572
o % ‘E’E:DB [ nvm_ooo3 336 Note PIN and
& By brew banner
B em - nvm_0001 8569 message
B cert [ nvm_oo00 348
@ [ download
D nvm/nvm/nvm_0002 Contents
@ [ mms —
& B nvm 00000000 00 00 00 00 01 03 01 03 01 05 A
£ nvm 00000010 00 00 01 03 00 00 01 01 00 00 :
B el 00000020 01 01 00 00 00 00 01 00 00 00
B sms 00000030 01 07 01 47 4B 41 00 00 00 00
Bl pm 00000040 00 00 00 00 00 01 01 00 00 00
£ sch 00000050 01 01 01 00 01 00 01 00 00 01 ..000000
[ sms 00000060 00 00 00 00 00 00 00 00 00 00
D t9udb 00000070 8 39 31 33 01 00 00 00 00 00
@ ] user 00000080 00 00 01 0B 63 6D 6E 76 00 00
00000030 FF 6D 63 00 00 00 00 00 00 &3
00000020 SF 6F 70 73 00 00 F3 01 00 01
00000080 00 00 00 B3 OE 00 01 01 6D 63
000000C0 11 OF 00 01 01 6D 63 00 00 00
000000D0 01 01 6D 63 00 00 00 00 00 00
000000E0 63 00 00 00 00 00 00 29 1E 00
000000F0 6D 73 00 00 FO 04 00 01 01 6D e
00000100 00 34 1E 00 01 FF 75 69 78 6E
00000110 00 01 01 6D 63 00 00 00 00 00
00000120 6D 63 00 00 00 00 00 00 4B 1E
$ 00000130 00 00 00 00 00 50 07 00 01 01 6D 63 63 64 6D 61 .....P....mccdma ¥
Ready | | BitPim 0f
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BitP

File Edit Data AutoSync View Help

Add Delete
Today | PhoneBook Wallpaper | Ringers | Calendar | Memo | Todo | SMS Call History | Play List | Filesystem | Log Protocol Log
Historical Data Status:
Current Data
3
Name Phone Phone2 Phone3 | Email | Categories | Memo | Secret

mado (380) 555-1651 (Home)
Barbara Belon (293) 555-8146 (Cell)
Bob Edwards (725) 555-3246 (Cell)  (802) 555-2746 (Office)
Brozgold (531) 555-5916 (Cell)  (531) 555-9396 (Home)
CAL Mom (482) 555-9326 (Home)
Champlain College  (802) 555-2706 (Office)
Daniel (802) 555-6886 (Cell)
Ellen Krikstone (802) 555-8936 (Cell)  (531) 555-6106 (Home)
Gayle (802) 555-3916 (Cell)  (802) 555-02026 (Office)
Hilary (802) 555-7436 (Cell)
Home (802) 555-5016 (Home)
Jennifer Einstein  (987) 555-2776 (Cell)
John Rogate (802) 555-1136 (Cell)  (802) 555-6126 (Home) (802) 555-1116 (Office)
Joshua (802) 555-5016 (Cell)
Marina (802) 555-6806 (Office)
Mark Lauer (802) 555-1316 (Cell)
Matt Fasulo (802) 555-0206 (Cell)
Mike Schirling (802) 555-0406 (Cell)  (802) 555-7186 (Home)
Mike Uhler (640) 555-6876 (Cell)
MomaDad (532) 555-3226 (Home) (380) 555-7486 (Cell)
Rick Garey (802) 555-0506 (Cell)
Ron Lavia (482) 555-0196 (Cell)  (482) 555-6916 (Home)

<

Ready BitPim 0.8.08/Latest <Unknown>

LG-VX6100/COMS

© 2003-2009, Gary C. Kessler
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Bit
File Edit Data AutoSync View Help
Add Delete
Today | PhoneBook | Wallpaper | Ringers | Calendar | Memo | Todo | sMs | Call History | Play List | Filesystem | Log | Protocol Log
Al
camera =
/ pic00.jpg o picdl.jpg
E SN 640 x 480 JPEG (RGB) ' 640 x 480 JPEG (RGB)
‘ 28.5 kb 52.5kb |
! » camera camera
pic02.jpg pic03.jpg
640 x 480 JPEG (RGB) S 640 x 480 JPEG (RGB)
50.6 kb 1 253kb
camera | ' camera
pic04.jpg pic05.jpg
640 x 480 JPEG (RGB) 640 x 480 JPEG (RGB)
44.2 kb 53.2 kb
camera camera
3|
Ready BitPim 0.8.08/Latest <Unknown> LG-VX6100/COMS
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File Edit Data AutoSync View Help

4dd  Delete

Today | PhoneBook | Wallpaper || Ringers || Calendar | Memo | Todo | SMS | Call History | Play List | Filesystem | Log || Protocol Log

Historical Data Status:

Current Data
s To: 8025551136
=) Inbox Calback 21 (802) 5551586
'I'sz‘ho"'ld do ph:ne i Subj: Yesiknow iwi
’ iSicrap contnuy Date: 2006-03- 5 09:06:00
(= Sent
Priority: Normal

Ohsorry afternoon
odet: [

Iwill try Delivery Status: 8025551136 confirmed on 2006-03-05 09:06
Saved Memo
(= Canned
Built-In Yesiknow iwil be here :)
User

Ready BitPim 0.8.08/Latest <Unknown> LG-VX6100/COMS
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BitPi
File Edit Data AutoSync View Help
r x.
Delete
| Today | PhoneBook || Wallpaper || Ringers | Calendar | Memo | Todo | SMS | CallHistory |Play List | Fiesystem | Log | Protocol Log

Historical Data Status:

Current Data

B ca o | :

= Incoming |
1[2006-02-17 14:23:04<4m1s>] - Restricted
1[2006-02-17 18:52:02<1m58s>] - Mike Schiring |
1[2006-02-19 15:12:01<10m33s>] - (802) 479-7937
1[2006-02-20 09:32:24<0m13s>] - (802) 860-2778 ‘
1[2006-02-20 13:46:03<0m50s>] - (802) 865-8114 |
1[2006-02-23 13:18:57<0m40s>] - (802) 324-0327 ‘
1[2006-02-23 14:54:50<3m7s>] - (626) 229-9191 |
1[2006-03-01 13:41:10<4m37s>] - (909) 869-3244
1[2006-03-04 14:05:34<0m33s>] - (772) 473-0379
1[2006-03-08 15:37:39<17m39s>] - Mike Schirling
1[2006-03-08 18:13:28<22m50s>] - (562) 495-3222
1[2006-03-09 14:08:31<5m49s>] - (802) 658-7659
1[2006-03-02 15:47:10<1m355>] - (802) 872-0444
1[2006-03-10 14:14:01<1m27s>] - (802) 655-9454
1[2006-03-10 16:24:11<3m51s>] - John Rogate
1[2006-03-17 14:08:23<9m39s>] - (802) 651-8872
1[2006-03-18 14:00:36<7m48s>] - (678) 378-1710
1[2006-03-20 15:40:54<5m55s>] - (802) 658-7657
1[2006-03-2108:18:31<0m37s>] - (802) 862-8266
1[2006-03-21 12:57:00<0m26s>] - 8473000
1[2006-03-23 20: 14:41<1m11s>] - (805) 201-3177
1[2006-03-24 08:57:55<1m6s>] - (860) 803-8801
1[2006-03-24 11:27:14<0m51s>] - Restricted
1[2006-03-24 14:40:15<0m2s>] - Bob Edwards
1[2006-03-24 15:27:00<13m10s>] - (802) 985-2264
1[2006-03-24 20:59:05<14m49s>] - John Rogate
1[2006-03-25 15:58:49<0m23s>] - Sarah
1[2006-03-25 19:52:23<23m3s>] - Joshua
1[2006-03-28 20:25:24<1m53s>] - Gayle
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Example #4: Metadata

e Metadata is data about data

» Information that describes the contents of a
container or describes the container itself

e Type of metadata
» File system: Location and size, pertinent dates
» Document: Author, organization
» Image: Source software/hardware
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Metadata in MS Office

&

dod2007_tcp_training.rtf Properties

dod2007_tcp_training.rtf Properties

) ] dod2007_tep_training.rtf
General |; Statistics | Contents | Custom
e Te o e Title: 2006 INTERNATIONAL HTCIA CONFERENCERLAARm e I E TR T T
Location:  C:ymy documentsiwordiconferences Subject: General | Summary |: Statistics | Contents || Custom
Size: 10.0KB (10,331 bytes)
Author: Gary Kessler Created:  Monday, June 26, 2006 09:37:00
Modified:  Monday, June 26, 2006 09:44:10
Manager: Accessed:  Monday, July 17, 2006 09:01:52
M5-DOS name: DOD200~1.RTF Company: | Champlain College Printed:
Created: Monday, June 26, 2006 09:37:13
Modified: Monday, June 26, 2006 09:44:10 Last saved by: Gary C. Kessler
Accessed: Monday, July 17, 2006 09:01:52 Category: Revision number: 3
Keywords: Total editing time: 12 Minutes
Attributes: Comments:
Statistics: | statistic name Value
Pages: 2
Hyperlink Paragraphs: 19
base: Lines: 58
. Words: 514
Template:  Mormal.dot Charocters: Sots
9 [C]5ave preview picture Characters (with spaces): 3512
c < >
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E!Gayle_lreland,jpg - IrfanView (Zoom: 922 x 691)
Fle Edit Image Options View Help

FHEEX I BB ORQRQ «= E -

IrfanView - Image properties.

File name: Gayle_lreland.jpg ‘
Directory: Ch ‘
Ful path: CA\Gayle_lieland pa |
Compression: JPEG ‘
Resolution: % DPI
Original size: 230421728 Pixels (3.98 MPirels) IrfanView - EXIF information @
Current size: 2304 % 1728 Pixels (3.98 MPixels) EXIF Tag Value Al
Fint size (from DP1): 81.3%61.0 cm; 32.0 x 24.0 inches -
Original colors: 16,7 Millions (24 BitsPerPixel) Make EASTMAN KODAK COMPANY
Current colors: 16,7 Millions (24 BitsPerPixel) g'? ::tl ation '-FSDD éﬁ CX7430Z00M DIGITAL CAMERA
Nurmber of unique colors: KResolution 230
i 128989 Auto count YResoltion 530
Disk size: 819.99 KB (839,665 Bytes) ResolutionUnit Inch
. ‘YCbCrPositioning Centered
Curent memory size: 11.39 MB (11,943,976 Bytes) Exif0ffset 506
Curent directory index: |6 / 6 Emo;g:ﬁme 15/6500 0 seconds
File date/time: 05/22/2005 / 01:06:00 Exposuverogram Normal program
Exifersion =
Loaded in: 235 millseconds DateTimeOriginal 2005:05:16 07:29:51
DateTimeDigitized 2005:05:16 07:29:51
EXIF info* C t ComponentsConfiguration  YCbCr
m E ShutterSpeedvalue 1/512 seconds
IPTC info ApertureValue F5.66
ExposureBiasValue 0.00
Mardperture¥alue F303
MeteringMode Multi-segment
LightSource Auto
Flash Not fired, compulsory flash mode
FocalLength 7.00 mm
FlashPixversion 0100
ColorSnare <RRR b
Copy to clpboard
2304 x 1728 X 24 BPP  6/6 40 % 819.99KB/11.39MB  05/22/204

Case Study: BTK Killer

e BTK Killer was a serial killer in Wichita, KS,
who killed at least 10 people between
January 1974 and his arrest in 2005

» BTK = "Bind, torture, kill"

e BTK sent a message to local media after

each killing

» Communiqués in 2004 were e-mailed to local
TV stations
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Case Study: BTK Killer (2)

e Examination of metadata in a Word file pointed
to a person named Dennis, associated with the
Christ Lutheran Church in Wichita

e Web site (http://christ-lutheran.org/) listed
"Dennis Rader" as church president

e Police went to church to search computers and
found disk given by Rader to pastor with
upcoming meeting agenda

» Also found "deleted" copy of a letter to the TV station

e Dennis L. Rader, 59, arrested Feb. 26, 2005

© 2003-2009, Gary C. Kessler 40

Parting Thoughts

e Locard's Principle -- "Every contact leaves a trace"
-- applies to cyberspace as well as realspace...

"Wherever he steps, whatever he touches, whatever he leaves,
even unconsciously, will serve as a silent withess against him.
Not only his fingerprints or his footprints, but his hair, the
fibers from his clothes, the glass he breaks, the tool mark he
leaves, the paint he scratches, the blood or semen he deposits
or collects. All of these and more, bear mute witness against
him. This is evidence that does not forget. It is not confused by
the excitement of the moment. It is not absent because human
witnesses are. It is factual evidence. Physical evidence cannot
be wrong, it cannot perjure itself, it cannot be wholly absent.
Only human failure to find it, study and understand it, can
diminish its value."

Prof. Edmond Locard, c. 1910
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