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ABSTRACT

The recovery of digital evidence of crimes from storage media is an increasingly
time consuming process as the capacity of the storage media is in a state of
constant growth. It is also a difficult and complex task for the forensic investigator
to analyse all of the locations in the storage media. These two factors, when
combined, may result in a delay in bringing a case to court. The concept of this
paper is to start the initial forensic analysis of the storage media in locations that
are most likely to contain digital evidence, the Windows Registry. Consequently,
the forensic analysis process and the recovery of digital evidence may take less
time than would otherwise be required. In this paper, the Registry structure of
Windows 7 is discussed together with several elements of information within the
Registry of Windows 7 that may be valuable to a forensic investigator. These
elements were categorized into five groups which are system, application,
networks, attached devices and the history lists. We have discussed the values of
identified elements to a forensic investigator. Also, a tool was implemented to
perform the function of extracting these elements and presents them in usable
form to a forensics investigator..

Keywords: Windows Registry, Computer Forensics, Forensics investigator

1. INTRODUCTION

It is generally accepted nowadays that there is an ongoing evolution in
technologies (including computers, networks, the internet, smart homes, e-
commerce etc.) that are increasingly involved in most aspects of our life. Illegal
activities and crimes have also increased with this evolution. A large number of
organisations are suffering from these computer crimes and the criminals that
perpetrate them have a range of motivations. For example, criminals have
terrorism goals or may aim to gain money or seek to destroy the reputation and
customer confidence of organisations. Figure 1 shows several types of computer
crimes and the percentages of organisations affected by these crimes in the
Middle East for the period between 2007 and 2009.
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Figurel: Computer crimes in the Middle East
Source of statistics: (Dwyer, 2010)

Since crimes have moved into the computing environment, a new field in forensic
investigations has appeared which is called Computer Forensics, but this is now
more commonly referred to as digital forensics. There are several definitions for
Computer Forensic including the following:

“Computer forensic is the collection, preservation, analysis, and
presentation of computer-related evidence” (Vacca, 2010).

“Computer investigation and analysis techniques that involve in
the identification, preservation, extraction, documentation, and
interpretation of computer data to determine potential legal
evidence” (Solomon, Barrett, & Broom, 2005).

From these definitions it is clear that the aim of computer forensics is to find
digital evidence that is acceptable in the court. It is generally accepted that the
capacity of storage media is in a state of constant growth. Consequently, the
recovery of digital evidence of crimes from storage media is increasingly time
consuming and complex. One way to make the process faster and simpler is to
start searching for evidence in the locations that are most likely to contain
information that is of value to the forensics investigator. One of the best areas to
start such an investigation is in the Windows Registry.

The Windows Registry is one of the essential components of current Microsoft
Windows operating systems. The Windows registry performs two critical tasks
for the Microsoft Windows operating system. The first is that it is the repository
for settings for the Windows operating system and applications that are installed
on the system. The second is that it is the database of the configuration of all
installed hardware. The Windows Registry is defined as follows:
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“A central hierarchical database used in Microsoft Windows 98,
Windows CE, Windows NT, used to store information that is
necessary to configure the system for one or more users,
applications and hardware devices”  (Microsoft Computer
Dictionary, 2002).

Note: Since this reference the same approach has been taken with Windows 2000,
Windows XP, Windows Vista and Windows 7.

In this paper several elements of the Windows Registry that may be valuable to a
forensics investigator are discussed. First the structure of Windows Registry was
analysed, then elements within the Windows Registry that may be of evidential
value are discussed.

2. RELATED WORKS

The evolution of computers and internet technology has had an impact on most
areas of our lives. lllegal activities and crimes have also increased with this
technology evolution. Consequently, a new field of forensic investigation
developed to deal with this phenomenon and this was called Computer Forensics.
Computer Forensics is defined as “the process of methodically examining
computer media (hard disk, diskettes, tapes, etc.) for evidence (Vacca, 2010). The
computer forensic process consists of evidence identification, evidence
preservation, evidence analysis and evidence presentation (Solomon, Barrett, &
Broom, 2005).

The digital forensic investigators’ aim is to find evidence of crimes. There are
several types of digital crimes in the computing environment. Each electronic
crime has several potential digital evidences. For instance, the types of digital
evidence associated with identity theft include accounting software, financial
records, forged documents and web site transaction records (An on the Scene
Reference for First Responders, November 2009).

There are several books that describe the structure of versions of the Window
Registry, such as the Microsoft Windows Registry Guide (Honeycutt, 2005) and
the Windows XP Registry (Kokoreva, 2002). They described the history, the
structure and the purpose of the Windows Registry. The description of the
structure consists of a description of the logical and physical structures. The
description of the logical structure includes analysis of five basic registry keys as
they are viewed in basic windows registry editors. The description of the physical
structure includes how and where registry hive files are stored in the physical
memory.

Over the years since Microsoft implemented the Windows Registry in their
operating systems, it has become clear that it contains valuable information for the
forensics investigator (Carvey & Kleiman, 2007). Carvey said that “Knowing
where to look within the registry, and how to interpret what you find, will go a
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long way towards giving you insight into activity that occurred on the system”.
He analysed the Registry structure of Windows XP and did an excellent job of the
analysis of the registry structure within the hive files in physical memory. He also
provided useful information about the signature of hive files in memory. These
signatures can be used by a forensics investigator to carve registry keys and their
values from the unallocated space of an image or from a dump of the RAM. The
value of this book is the registry analysis and the considerable amounts of
valuable information that are identified for the forensics investigator within the
Windows Registry. For example time zone information, audit policy, wireless
SSIDs, locations of auto-start programs, user activities and mounted devices. |
believe that this book provides the forensics investigator with a deeper
understanding of the forensics elements within the Windows Registry.

Thomas and Marris said that “When a USB flash drive is plugged into a Windows
XP computer, a number of registry settings and log files are automatically
updated to reflect the use of the USB flash drive” (Thomas & Marris, 2008). The
purpose of their work was to understand information that identifies a USB flash
drive that has been used in the computer and to identify where the forensics
investigator should look to acquire this digital evidence.

3. WINDOWS REGISTRY STRUCTURE

In the Windows operating system, the Windows Registry is organised logically
into a number of root keys and tools such as, the Windows Registry editor can be
used to display the logical structure of the Windows Registry. There are five
logical root keys in the Windows Registry of Windows 7 which are:

HKEY_CLASSES_ROOT.
HKEY CURRENT_USER.
HKEY_LOCAL_MACHINE.
HKEY _USERS.

HKEY _CURRENT_CONFIG.

ogrwNPE

Figure 2 shows the five root keys of the Registry in Windows 7 as displayed in
the Windows Registry Editor.

File Edit View Favorites Help

4 & Computer
> - HKEY_CLASSES_ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHIMNE
HKEY_USERS
HKEY_CURREMNT_COMFIG

Figure 2: Windows Registry root keys
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Actually there are only two root keys which are HKEY _LOCAL_MACHINE and
HKEY_USERS. These two root keys are stored on the hard disk of the system
and are not volatile data held in main memory. The other root keys are subsets of
these of keys. Figure 3 shows the relationship between root keys.

Windows Registry
- |
-
.

“ Hkey lLocal_Machine I| “ Hkey User .|

1 |
¥ ¥ ¥ ¥ ¥

‘ Hardware

5-1-5-21-
OOORAAKX
_Classes

Software

‘ System ‘ Default |

“ Hkey_ Current_User “ Hkey_ Current_Config ‘l ‘ Hkey Classes_Root

Figure 3: Relation between Windows Registry root keys

The Windows Registry editor displays the logical structure of the Registry. The
Windows operating system organises the Registry into a number of hive files. The
hive file is a binary file which consists of one or more Registry keys, together
with their values. These files have been modified with changes in the Windows
operating system. The changes have been made because each new Windows
operating system has new functionality. Figure 4 shows the changes in hive files
of the Windows Registry in several variants of the Windows operating system.
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BCD

SAM SAM
SECURITY SECURITY SECURITY

SOFTWARE SOFTWARE SOFTWARE
SYSTEM SYSTEM SYSTEM

Policy.pol DEFAULT DEFAULT DEFAULT

NTUSER.DAT NTUSER.DAT* COMPOMENTS

USRCLASS.DAT NTUSER.DAT*

USRCLASS.DAT

SECURITY
SOFTWARE
SYSTEM
DEFAULT
COMPONENTS
NTUSER.DAT*
USRCLASS.DAT

SYSTEM.dat
USER.dat

SYSTEM.dat
USER.dat

Changes in the hive files of Windows Registry

Figure 4: changes in the hive files of Windows operating system
*there are three or more hive files that have the name NTUSER.DAT. The first one is
related to network services account, the second one to local services account and the
third one to user account (each user account has its NTUSER.DAT hive file).

4. FORENSICS ANALYSIS OF THE REGISTRY OF WINDOWS 7
4.1 System Analysis

The Windows Registry holds a great deal of information about the system such as
the settings and configuration of the system. There are a number of these values
that would be of the interest to a forensic investigator.

Firstly, the computer name is available in the following Registry sub key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ComputerNa
me\ComputerName

The system information Registry sub key has the following path:
HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\BIOS

This key holds several values that contain information about the system such as
BIOS information and product information. The BIOS information includes the
BIOS release date and BIOS version. Information about the BIOS includes the
product name of the system and its manufacturer’s name. Figure 5 shows the
system information Registry sub key.
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3 Regety Edtor

File Edit View Favorites Help
4 & Computer = ||Name Type Data
| HKEY_CLASSES_ROOT 28] (Default) REG_SZ (value not set)
). HKEY_CURRENT_USER ab|RaseBoardManufacturer  REG_SZ LENOVO
4 | HKEY_LOCAL_MACHINE ab|BaseBoardProduct REG_SZ 2815WaM
| BCDODOOOO0D ab|BaseBoardVersion REG 57 Not Available
4 | HARDWARE 1% BiosMajorRelease REG_DWORD 0x00000001 (1)
k. ACPI #%|BiosMinorRelease REG_DWORD 0x00000009 (9)
4 | DESCRIPTION ab|gI0SReleaseDate REG S7 09/17/2009
4 | System b BIOSVendar REG_SZ LENOVO
! B.IOS b BlOSVersion REG_SZ GHET29WW (1.09)
b Contslrocessor 2|ECFirmwareMajorRelease  REG_DWORD 0x00000001 (1)
A FleatingRoiriProcessor = | #8ECrimwareMinorRelease  REG_DWORD 000000001 (1)
. MultifunctionAdapter abi]SystemFamily REG S7 ThinkPad T400s
| VideoAdapterBusses 2b|systermManufacturer I{Hh_:‘i! LENOVO
i DEVICEMAR ‘i']Sy.\lumplndu('INmm- REG_S7 ZB15W4M
| RESOURCEMAP a¥]SystemSKU REG 57
A SAM -.bls tern\Versi R[—{'_“i/ ThinkPad T400:
k. SECURITY b SystemVersion - inkPar s

Figure 5: system hardware description within Windows Registry

The information about the processors of the system is stored in the following
Windows Registry sub keys:

HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\CentralPro
cessor\0

HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\CentralPro
cessor\l

This information includes the processor name, its speed and vendor identifier as
shown in Figure 6.

File Ed vorites Help
4 & Computer Nams Type Diata
J. HKEY_CLASSES_ROOT 8] Default) REG_SZ {vahue not set)
b HREY_CURRENT_USER 6] =MHz REG_DWORD (00000954 (2394)
4}, HREY_LOCAL MACHINE t)Component Information  REG_BINARY 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
BCDO00DOG0O #4]Configuration Data REG_FULL_RESOLL.  ff fF  fF f £ £ £ 00 00 00 00 00 00 00 00
J. COMPONENTS ¥ FeatureSet REG_DWORD 0va0813H (2693742501
4 - HARDWYARE a1 entifier REG 57 ¥86 Family 6 Model 23 Stepping 6
& ACPI 4 Platform ID REG_DWORD 0:00000080 (128)
4 DESCRIPTION | Previous Update Sagnatu... REG_BINARY 00 00 00 00 0c 06 00 00
o ol WProcessorameString  REG.SZ Intel(R) Core(TM)2 Duo CPU  P3400 @ 240GH:z
A B05 #4Update Signature REG_BINARY 00 00 00 00 Oc 06 00 00
e “Im;”lpmssm 9| Update Status REG_DWORD 0xD0000006 (6)
|1 b\ yendorldentifier REG 57 Genunelntel

Figure 6: Central Processor description within Windows Registry

There are a number of elements of information about the user account that are
stored in the Registry. For example a list of user accounts, last login time of each
account, whether it requires a password, whether it is a disabled or enabled
account and the method used to hash the password of the user account. All of this
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information is held in the following Registry key:
HKEY_LOCAL_MACHINE \SAM\Domains\Account\Users
Figure 7 shows details of a user account as it is viewed using the Access Data

Windows Registry viewer.

AccessData i Viewer -
3 File Edit Report View Window Help

| 2B E [O= = | ®

=48 SAM[40497].tmp
2100 SAM
123 Domains
I -3 Account
.| EHC Aliases

-{Z1 000001F5
2 000003E9

i}

= Key Properties
Last Written Time 07/06/2010 16:22:21 UTC
SID unique identifier 500
User Name Administrator
Description
Logon Count 1
Last Logon Time 14/07/2009 04:53:58 UTC

Last Password Change Tim 14/07/2009 04:55:45 UTC

Expiration Time Newver
Invald Logon Count o
Last Failed Login Time Newver
Account Disabled true
Password Required true

0 (System Default)
Anytime
Has LAN Manager Passwor false

Country Code
Hours Alowed

Bult-in account for administering the computer/domain

Has NTLMv2 Password

true

Figure 7: Details of a user account in Access Data Registry Viewer

In addition the user account names are listed in the following Registry key:
HKEY_LOCAL_MACHINE\SAM\Domains\Account\Users\Names

Figure 8 shows the user account names as they viewed using the Access Data
Windows Registry viewer.

& AccessData Registry Viewer - [SAM np)
File Edit Report View Window Help
Fl2Bw=BFHS - ?

1 000001F4 -
1 D0ODO1F5
3 000003E9
3 000003EA

e

0 Administrator

1 Guest /1—J List of user F

=1 Non

£ 3 Builtin >

Figure 8: User account names’” within Windows Registry
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Other valuable information to a forensic investigator is the time of the last
shutdown of the system. This information is stored in the ShutdownTime value in
the following Windows Registry key:

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Windows

Figure 9 shows the ShutdownTime value as it is viewed using the Access Data
Windows Registry viewer with the last written time which is referred to as the last
shutdown time.

gistry Viewer - [5YSTEMI

[ file Edit Report View Window Help
F IR EEFEE | et
& TimeZonelnformation * | Name Type Data
#/3 usbfiags S ErorMode REG_DWOR... 0x00000000 (0)
1 usbstor ) Directory REG_EXPAN.. %SystemRoot%
B VAN & NolnteractiveServices REG_DWOR.. 0x00000000 (0)
i :: ::zi:IDewreDrwers 8] SystemDirectory REG_EXPAN.. %SystemRoot\system32
fg L & ShellErrorMode REG_DWOR.. 0x00000001 (1)
L 01 Walf ECSDVersion REG_DWOR... 0x00000000 (0)
421 WDl 8 (SDReleaseType REG_DWOR.. 0x00000000 (0)
& Windows & CSDBuildNumber REG_DWOR.. 0xD0004001 (16385)
# 2 Winlogon 2] | & Comp zedBuild REG_DWOR... (0x00000001 (1)
351 WM = Esnumawnnme REG_BINARY 26 20 88 EO CE 26 (B 01
| O wow = |..
1 Coiiem
& Key Properties 0126 20 &8 EQ CE 26 CB 01- P
| Last Writen Tme 18/07/2010 23:13:48 UTC ]

Figure 9: Shut down time value with Windows Registry

4.2 Application Analysis
a. Start up programs

The list of startup programs is showed in Figure 10 and listed in the following
Windows Register key (Farmer, 2008):

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\
Run
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File Edit View Favorites Help

b~} Explorer

b Ext

GameUX
Group Policy
Hints

| HomeGroup
HotStart

IME

Installer

| Internet Settings
Mmc

Media Center
MMDevices

| ModuleUsage
MSSHA
NetCache
OEMInformation
OO0BE
OptimalLayout
Parental Controls

Personalization

| PhotoPropertyHandler
PnPSysprep

Policies

PreviewHandlers
| PropertySystem
Reliability
Renamefiles
) Run

* || Name

2] Default)

b AcWin7Hlpr
2| Adobe ARM

#autodetect

2] Communicator
2| GrooveManitor
b]| ENOVO.TPFNF6R
20/ PMailChecker
3b]L PManager

a)
!
)
)
J
J
J
J
{
J
20| Message Center Plus
)
J
J
J
J
J
J
|
J
J

Ik

b]MSSE

3h|picon

2hPWMTRY
2b|RoxioDragToDisc
2h|SunJavalpdateSched
2/SynTPENh
20[TiBellExe

20 TPHOTKEY

Z| | 28| TpShocks

|| at1VMware hgtray

2| Adobe Reader Speed Launcher

3| CameraApplicationLauncher

Type
REG.SZ
REG.SZ
REG.SZ
REG.SZ
REG.SZ
REG SZ
REG.SZ
REG.SZ
REG.SZ
REG.SZ
REG.SZ
REG.SZ
REG.SZ
REG.SZ
REG.SZ
REG SZ
REG.SZ
REG_EXPAND SZ
REG.SZ
REG.SZ
REG.SZ
REG.SZ

Data

C\Program Files\Lenovo\Access Cannections\AcTBenablerexe

"C\Pragram Files\Common Files\Adobe\ARM\10\AdobeARM.exe”

"C\Pragram Files\Adobe\Reader 9.0\Reader\Reader_sl.exe”
Cwindows\system32\SupportAppXL\AutoDectexe

C\Program Files\Lenovo\Camera Center\bin\CameraApplicationLaunchpadlauncher.exe
"C\Program Files\Microsoft Office Communicator\communicator.exe” /fromrunkey
"C:\Program Files\Microsoft Office\Office]2\GrooveMonitor.exe"

C\Program Files\Lenovo\HOTKENTPFNFER exe
C\PROGRA~1\THINKV~2\PrdCtr\LPMLCHK exe
C\PROGRA~1\THINKV~2\PrdCtr\LPMGR.exe

C\Program Files\LENOVO\Message Center Plus\MCPLaunch.exe /start

"c\Program Files\Microsoft Security Essentials\msseces.exe” -hide -runkey
"C\Pragram Files\Common Files\Intel\Privacy lcon\PrivacylconClientexe” -startup
rundl132 C\PROGRA~1\ThinkPad\UTILIT~1\PWMTR32V.DLL PwrMgrBkGndManitor
"C\Program Files\Lenovo\Drag-to- Disc\Drg ToDsc.exe"

"C:\Program Files\Common Files\Java\Java Update\jusched.exe”
SProgramFiles%\Synaptics\SynTP\SynTPEnh.exe

"C:\Program Files\Common Files\Real\Update_OB\realsched.exe” -osboot
C\Program Files\Lenovo\HOTKEW\TPOSDSVCexe

TpShocks.exe

"C\Program Files\VMware\VMware Player\hqtray.exe"

Figure 10: List of startup programs with Windows Registry

b. Registered Application

The list of registered application is showed in Figure 11 and listed in the
following Register key:

HKEY_LOCAL_MACHINE\SOFTWARE\RegisteredApplications

File Edit View Favorites Help

>+ ). Mozilla -
mozilla.org
MozillaPlugins

ODBC

ORACLE

PC-Doctor

Policies

Protector Suite
Protector Suite QL

> PS

PSCONVDriver
RealNetworks
RegisteredApplications
RichFX

RICOH

Roxio

Skype

Softland

>~ Sonic

Name

ab) (Default)

ab]Firefox

5] Internet Explorer
'ﬂMi(msnﬁ Office Qutlook
b paint

3b)Windows Address Book
l,"']Wmtlows Disc Image Burner
ab)Windows Live Mail
3b)Windows Live Mail (News)
ab)Windows Media Center
‘,"']Wmduws Media Player

a5 Windows Photo Viewer
ab)Windows Search
a,"']Wmtlowslee‘PhotoGaIIery‘lﬂrD
ab)WinRAR

ab)Wordpad

Type

REG SZ
REG_SZ
REG_SZ
REG SZ
REG SZ
REG_SZ
REG_SZ
REG SZ
REG SZ
REG_SZ
REG SZ
REG SZ
REG_SZ
REG_SZ
REG SZ
REG SZ

Data

(value not set)

Software\Clients\StartMenulnternet\FIREFOX EXE\Capabilities
SOFTWARE\Microsoft\Intemet ExplorenCapabilities
Software\Clients\Mail\Microsoft Outlook\Capabilities
SOFTWARE\Microsoft\Windows\CurrentVersion\Applets\Paint\Capabilities
Software\Clients\Contacts\Address Book\Capabilities
Software\Microsoft\lsoBurn\Capabilities

Software\Clients\Mail\Windows Live Mail\Capabilities
Software\Clients\News\Windows Live Mail\Capabilities
Software\Clients\Media\Windows Media Center\Capabilities
Software\Clients\Media\Windows Media Player\Capabilities
Software\Microsoft\Windows Photo Viewer\Capabilities
Software\Microsoft\Windows Search\Capabilities
Software\Microsoft\Windows Live\Photo Gallery\Capabilities
Software\WinRAR\Capabilities
Software\Microsoft\Windows\CurrentVersion\Applets\Wordpad\Capabilities

14

Figure 11: List of Registered application within Windows Registry
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4.3 Windows Live Messenger analysis

Microsoft Windows Live Messenger is a well known chat application used by a
large number of people. There are some elements of information of interest
related to the Microsoft Windows Live messenger that are stored within the
Registry. In simple terms, an MSN object is used to contain user settings when
the application runs such as the background and displayed picture. This
information is held in the value called UTL in the following Registry key:

HKEY_USERS\S-1-5-21-[Userldentifier\Software\Microsoft\
MSNMessenger\PerPassportSettings\[MSNMessengerAccountldentifier]

Figure 12 shows the content of the UTL value.

<msnobj Creator="khawla@hotmail.com"
Size="1835" Type="3" Location="TFR1D.dat"
Friendly="5hAgAEEAbAAgAEOAYQBIAGEAIADMEA=="
SHA1D="rWolZJly3JofajywdzriDiXTtn48="
SHA1C="NLUSWD+yEV940e+VmEDSfTQjuvQ="/>

Figure 12: UTL value content

The following is a description of each field of an MSN object (MSN:P2P/Msnobj
Description, 2009):

Creator: MSN messenger user account.
Size: The size of data that the object holds.
Type: Several types identifier are shown in Tablel.

1
2
3
4.  Location: The file name that holds the object.
5. Friendly: Encoded picture name using UTF-16.
6. SHAILD: SHAL hash digest of the data

7.  SHAILC: SHA1 hash digest of all previous fields of the MSN object

15
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Table 1: Type field description of MSN object
Type | Description

1 Unknown
2 Custom Emoticons

3 Static display picture
4 Shared File

5 Static Backgrounds
6

7

8

Unknown

Dynamic display pictures
Wink

9 Map File

10 Dynamic Backgrounds
11 Voice Clip

12 State

13 Roaming Objects

14 Signature Sound

15 Unknown

16 Scene

17 Web cam Dynamic Display
Picture
4.4 Skype analysis

Skype is another well known application that allows a user to make a voice or
video call over IP based networks. In other words it is VolIP software. It is
important for the forensics investigator to know whether the user of the system
has been using this software. Also it is important to know the account name that
the user of the system is using. If the Skype application is installed on the system,
there will be a sub key in the software key of HKEY _LOCAL_MACHINE and
HKEY_USERS\S-1-5-21-[User Identifier]\ for the Skype application. In this sub
key the forensics investigator can find the most recent user of this application.
The following Registry key holds the recent user value and the country code of
the Skype application and it is shown in Figure 13:

HKEY_USERS\S-1-5-21-[User Identifier]\Software\Skype\PluginManager
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File Edit View Favorites Help
Micrasoft * || Name Type Data
MiTeC 38 Defaut REG.SZ
Heliape 3 Compact REGST 0
o | o [ oty REGS *
E:::"" ounTy S anguage REGS T
RealNetwos = locale REG_SZ E
ResearchIn Motion 2 PluginManagerDir REG_SZ (C\Program Files\Skype\Plugin Manager,
Raxio 3 Plugins Root REGSZ ChProgramData\Skype\Plugins
4| Skype Recent user 3 Recentllsr REG,SZ engi:m
Installer # Version REG_SZ 120261
| Phone
PluginManager
ProtectedStorage
Figure 13: Interested information of Skype application within Windows
Registry

4.5 Network Analysis
a. Network Cards

The Registry holds a list of all network cards whether the network card is built in
or is an external network card. In most laptops there are two type of network card:
the Ethernet network card and Wi-Fi network card. The following Registry key
holds a list of network card:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkCards

b. Intranet Networks
The list of intranet network that the system has been connected to is stored within
the Registry in the following key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkList\Nla\Cache\lntranet

c. Wireless Networks

For any wireless networks that the system was connected to, the identifiers are
stored in the following key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\NetworkList\Nla\Wireless

This key is just a list of identifiers for each of the wireless networks that the
system has been connected to. More information about each of these wireless
networks such as the MAC address of the default gateway, DNS suffix and SSID
can also be found within the Registry. This can be done by linking the identifier
from the previous key to the following Windows Registry key and is shown in

17



Journal of Digital Forensics, Security and Law, Vol. 5(4)

Figure 14. This key holds a great deal of information about the networks in
general rather than just about wireless networks.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkL ist\Signatures\Unmanaged

4| NetworkList
. NewNetworks
4-1 Nla
»- ). Cache

4| Wireless
J | 189F3DE5130279D71ACI3A2C2FD0953549002061FADBABTA0411BADBFEBEO3F2 !,
. ABA3BCFGCT44TDAFFIS7DDIFEETSTTEACAES2AGOER2CFFAS58BIAACSIFAALOYS
| B780706BB101DABEF922B3A4ATAEA297072413FF43C60D5D6BFESI3TIF1243C48

| Permissions

- b Profiles
4- | Signatures
I Managed

4| Unmanaged
J. 010103000F0000F0000200000F0000F07 SCADCBES6ATEBFEF43E3929D6F 954983 A43EDOERSH0813CC004E2FOCB142DDD
| 010103000F0000F0080000000F0000F00F 205F55F27006A140A414285929D09F A4FESAD1DEDSSCEA414BA2BBEFTBTCFO
J. 010103000F0000F00B0000000 FDDDUFEI]SBFSDE 513D279D71ACI3A2C2FD0953549002061FIDBABTA0411BADBFEREDIF2 k
J. 010103000F0000F0020000000F0000F0ABA3BCFECT44TDEFFI97DDOFEETSTTESCAES2ABOEE2CFFA558B3AACSIFAALDIS
| 010103000F0000F0020000000F0000FOAEIBTEBALEBADEACID2312C0F613199E106AAB2455456134T1B5D9CAA426D5B0
J. 010103000F0000F0080000000F0000FOBTE0T06BE 101 DABEF922B3A4AT4E429707 241 3FF43C6DSDEBFES3TIF1243C45
}. 010103000F0000F0030000000F0000FOFASCTDETC27IF4BAAT42A9C6359731094738371828496A06DB3IF2C8287IEADFL

Figure 14: Matching Wireless network identifier within Windows
Registry
In addition, the Windows Registry holds important information for the forensic
investigator about Wireless networks. This information includes the created date
and last connected date. They are stored in the following Registry sub key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkL ist\Profiles\{Wireless - Identifier}

The value DateCreated holds the created date of a specific wireless network and
the value DateLastConnected holds the last date that the computer was connected
to this wireless network as shown in Figure 15.

File Edit View Favorites Help
4| Profiles = || Name Type Data
[02428F19-4698-426C-0880-CTSAS2C12570) || b . ’
: |m=smvfEazv«m-snos-mmcrmzm‘-u o o i Created Date
£ i Category REG.DWORD  0x00000001 (1)
b (0300 5640k G- atncaoore | | HCH0Re  REGOWORD  Glionio
: et % \4 7 700
vl DateCreated REG BINARY  [92.07020003 00 18 000c 0007 0017 00 1201 ]
| (203CO37E.FFS7-4EAF-BSDAT0607AIBTE0G) | FLDatelastConnected  REG BINARY (307 UB U003 00 1900 Ta 00 16 00 2¢ 00 cf 03
| (36FDI11F-F386-4413-B3C6-B6002070FABS) || - Description REG_SZ Kustar Wikl
| [71596A68-BABE-41F6-830F-E049A28787E6] || B4lconType REG.DWORD 000000000 (0)
| (SABFCBAC-ABD2-4108-83E4-8390E22¢860D] | ¥ Managed REGDWORD  Oxdo00ooo0 (o) | Last Access Date
| (D6001251-FO3-4436-8DC3-EAD4B64A1970] || B NameType REG.DWORD  0x00000047 (71)
| (E26BC929-TOFE-4BES-91F2-20E30CFEI3AC) 20" ProfileName REG_SZ Kustar_ WiFi

10
Figure 15: Created date and last connected date of Wireless network
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The type of these values is binary data type. The following is an explanation how
to view these values as a normal date time (Decoding the DateCreated and
DateLastConnected SSID values From Vista/Win 7, 2010) :

1. The length of data of value is 16 bytes.
2. It stored using Little Endian, so convert it to big Endian before decoding the data
as shown in Figure 16:

DA 07030003 001800 190018002100 2d 01| Little Endian

-

07 DA0O0 030003 0018001900 180021 01 2d | Big Endian

Figure 16: Convert DateCreated Registry value to big Endian format

3. The year value = 07D = 2010
(Ignore last hex value which is [A] in the first two bytes)
4. The month = 00 03 = March
(1= January, 2= February ...etc)
5. Each two bytes has a corresponding value for the year, month, date, hour, minute
and second.
6. The weekday = 00 03 = Wednesday
(0 = Sunday, 1 = Monday ...etc)
The date = 00 18 = 18"
The hour =00 19 = 19:00 or 7:00 pm
. The minutes = 00 18 = 18 minutes
0. The second =00 21= 21 seconds

Consequently, the decoded date is: 18", March, 2010 19:18:21

4.6 Attached device analysis
a. Printers

There are a number of keys within the Registry that hold information about
printer drivers that exist in the system. One of these keys is the following:

HKEY_LOCAL_MACHINE\SY STEM\ControlSet001\Control\Print\Printers

This key lists printer drivers that exist in the system. The investigator can get
more information about each printer driver if he accesses the PrinterDriverData
sub key. For example, installed date and model name as shown in Figure 17.
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¥ Registy Editor =X J
File Edit View Favorites Help
| PendingUpgrades * || Name Type Data
4| Printers 2 (Default) REG_SZ {value not set)
& doPDFv? %4 Bidistate REG_DWORD 00000001 (1)
- :‘;me . 4 CombinedMediaStatus REG_DWORD 0x00000001 (1)
v Congfies 4 Featureeyword REG_BINARY 4163636573 7367279417574
DsDriver REG_DWORD OoeDD000276 (630)
. DsSpooler REG_DWORD 0n4e98316 (1318600152)
HPPresetRoot " REG_BINARY 00800100
| PrPData %4 HPMediaCount REG_DWORD 000000016 (22)
| PrinterDriverData e HPMEDIAINFOREGDATA REG_BINARY 55 00 Ge 00 73 00 70 00 65 00 63
I Microsoft XPS Document Writer 4 HPTrayCount REG_DWORD 000000007 (7}
). PDFConverter PTRAYINFOREGDATA REG_BINARY 4100 75 00 74 00 6f 00 6d 00 61 O
). Send To OneNote 2007 (DriverVersion REG_DWORD 00000600 (1536)
Providers %ilosallatioaComplete BEG OWORD 0000000 (01
& PriorityControl ' InstallDate REG.SZ 05/23/2010:07:2250 |
Pruduc'lo.atloni me} REG_SZ HP Color LaserJet UPD PCL 6 I
| Remaote Assistance ket
L SafeBoot e PrinterData REG_BINARY 00 06 30 02 80 08 00 00 00 00 60 01
SesiPort % PrinterDataSize REG_DWORD 000000230 (560)

Figure 17: Valuable forensics elements of printer drive within Windows
Registry

b. USB Devices

Any time a new USB Device is connected to the system, it will leave information
about this USB device within the Registry. This information can uniquely identify
each USB device connected to the system. The Windows Operating system stores
vendor ID, product ID, Revision and Serial No. for each connected USB device.
This information can be found in the following Registry key (Carvey & Kleiman,
2007):

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Enum\USBSTOR
Figure 18 shows how information about USB devices stored in the previous key.

| Vendor ID | | Product ID | | Revision |

4| [ Disk&Ven JetFIash]B[Prod Transcend 4Gd8[Rev 8‘07]
Serial No. Fq OJKCPZPQ&O
| Device Parameters
| LogConf
| Properties

Figure 18: USB device information within Windows Registry

5. HISTORY LIST

The history lists highlights the most recent activity on the system. For example
recently visited web pages or recently opened word files. There are several sub
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keys in the Registry that show recent activity by the system users. Table 2
represents the history list with corresponding sub keys in the Windows Registry.

Table 2: History lists

History list

Related windows registry sub key

Typed URLs in
Microsoft Internet
Explorer

HKEY_USERS\S-1-5-21-[User Identifier]
\Software\Microsoft\Internet Explorer\TypedURLS

Most recently used
Microsoft Word
files

HKEY_USERS\S-1-5-21-[User Identifier]
\Software \Microsoft\Office \12.0\Word\File MRU

Most recently used
Microsoft Power
Point files

HKEY_USERS\S-1-5-21-[User Identifier]
\Software\Microsoft \Office \12.0\PowerPoint\File
MRU

Most recently used
Microsoft Excel
files

HKEY_USERS\S-1-5-21-[User Identifier]
\Software \Microsoft \Office \12.0\Excel\File MRU

Recent Acrobat
Reader files

HKEY_USERS\S-1-5-21-[User
Identifier]\Software\Adobe\Acrobat
Reader\9.0\AVGeneral\cRecentFiles

Recent WinRAR
files

HKEY_USERS\S-1-5-21-[User Identifier]
\Software \WIinRAR \ArcHistory

Most recently
mapped network

HKEY_USERS\S-1-5-21-[User Identifier]
\Software \Microsoft
\Windows\CurrentVersion\Explorer\Map Network
Drive MRU

Most recently used
wallpapers in the
desktop

HKEY_USERS\S-1-5-21-[User Identifer] \Software
\Microsoft
\Windows\CurrentVersion\Explorer\Wallpaper\MR
U

Most recently typed | HKEY_USERS\S-1-5-21-[User Identifier]
command on the \Software \Microsoft
RUN dialog \Windows\CurrentVersion\ExplorenRunMRU

Recent .GIF files

HKEY_USERS\S-1-5-21-[User Identifier]
\Software \Microsoft
\Windows\CurrentVersion\Explorer\RecentDocs\.qgi
f

Recent .jpg files

HKEY_USERS\S-1-5-21-[User Identifier]
\Software
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\Microsoft\Windows\CurrentVersion\Explorer\Rece
ntDocs\.jpg

Recent text files HKEY_USERS\S-1-5-21-[User Identifier]
\Software
\Microsoft\Windows\CurrentVersion\Explorer\Rece
ntDocs\.txt

Recent folders HKEY_USERS\S-1-5-21-[User Identifier]
\Software
\Microsoft\Windows\CurrentVersion\Explorer\Rece
ntDocs\Folder

Recent Zip files HKEY_USERS\S-1-5-21-[User Identifier]
\Software \Microsoft
\Windows\CurrentVersion\Explorer\RecentDocs\.zi

p

6. THE VALUE OF THE FORENSIC ANALYSIS OF THE WINDOWS
REGISTRY

A systems analysis provides the forensic investigator valuable information about
the system. It gives the forensic investigator a picture about the computing
capabilities of the suspect machine such as the processor name, processor speed,
system family, system name and system version. Beside this, the forensic
investigator will get an investigation of the names, identities or nick names of
people who were using suspect machines from the computer name and a list of
user accounts. Moreover, the extracted last shutdown time will give the forensic
investigator information about the last time the suspect machine was used. For
example, this may indicate that this machine is not related to this crime.

The application analysis provides the forensic investigator worthwhile
information about the applications that were installed in the suspect machine. The
forensic investigator should check the startup programs, as they may contain
malicious programs that could control the suspect machine and the system may
have been run by an attacker rather than the user of the suspect machine. For
instance, if the suspect machine was used to perform a crime such as DoS attack,
the user of the system may not be the criminal who performed this attack. It may
have been done by a criminal who was in control of the suspect machine. There is
a list of some of the malware that may exist in the startup programs at (Forrest,
Denham, Prevost, & Klein, 2010). Moreover, the forensic investigator may
discover programs that have been used to perform a crime. For example in the
case of software piracy, the criminal may use CD and DVD burners and labels.
Also, the criminal may use software activation codes and software duplication
codes. Thus, if the forensic investigator found any of the above programs, it can
be considered as potential digital evidence in the crime. Furthermore, the forensic
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investigator will be interested to know whether the user of suspect machine used a
chat application such as Microsoft Windows Live Messenger and Skype. It is also
important to know the account name that the user of the suspect machine was
using. For example, in cases involving child abuse, the criminal may
communicate with the child using Microsoft Windows Live Messenger and
Skype. Knowing the criminal’s account name from the contact list of the child
and then finding the criminal account as a recent user or saved account in the
suspect machine is considered as potential digital evidence.

Network analysis will give the forensic investigator an overview of networking
activities that were performed by the suspect machine. From the list of network
cards, the forensic investigator can identify all of the cards that were used by the
system whether they were built in the system or externally attached to the system.
Also, he will gain any list intranets that the suspect machine was connected to.
Moreover, he will gain valuable information about the wireless networks that the
system connected to including the profile names of any wireless networks, the
created date and the last connected date.

The analysis of the attached devices will give the forensic investigator
information about the devices that have been connected to the system. It includes
two categories of attached devices, printers and USB devices. The list of printers
and their information such as model name and installed date are valuable
information to a forensic investigator and could be considered as potential digital
evidence. For instance in a counterfeiting crime, the criminal will normally use
high quality printers to produce a credit card that looks like the original.
Furthermore, it’s important to a forensic investigator to know what USB devices
have been attached to the system and information such as product ID and serial
No. especially in the case of the theft of data from a computer.

The history list provides the forensic investigator with the most recent activity on
the system by each user, such as typed URLSs in Microsoft Internet Explorer and
most recently used Microsoft Word files. The typed URLs in Microsoft Internet
Explorer can provide the forensic investigator with potential digital evidence in
several types of computer crimes such as child abuse, computer intrusion, murder
and harassment. The recent .jpg files and recent .GIF files can provide the
forensic investigator with potential digital evidence about opened images in child
abuse crime. In identity theft, counterfeiting and terrorism crimes, the criminal
may store credit card information which has been used to transfer money in a text
or word files. I have mentioned the location of the most recent used word files or
.txt file with the Windows Registry in Table 2.

7. IMPLEMENTATION OF WINDOWS REGISTRY FORENSICS
TOOL

As a result of this research, a tool has been created to extract potentially
significant elements of information that may be valuable to forensic investigators
from the hive files of the Windows 7 Registry and present them in a form that is
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useful to the investigator. The tool was implemented using Visual Basic .NET
programming language. The tool uses several API functions to retrieve data from
complex data structure of the Windows Registry hive files which are:

1.

RegLoadKey

This function is used to load hive files into the live system to start
analysing them.

RegUnLoadKey

This function is used to unload the loaded hive files from live system.

Importing the Microsoft.Win32 name space into Visual Basic .NET project,
allows the use of various functions to deal with hive files that are loaded in the
live system such as (RegistryKey Methods, 2010):

OpenSubKey

This function allows the application to use a specified sub key in read-
only mode.

GetSubKeyNames

This function is used to retrieve a list of sub key names of the specified
key.

GetValue

This function is used to retrieve data of the specified value of a Registry
key.

GetValueNames

This function is used to retrieve a list of all values name of the specified
key.

Close

This function is used to close the Registry key that is opened previously
by OpenSubKey.

The following figures are snapshots from the Windows Registry Forensics Tool
which has been called the KUSTAR Windows Registry Forensics Tool. Figures
19 to 22 show screenshots of the tool.
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KUSTAR Windows Registry

Forensics Tool
System Analysis

General Information:

System Analysis

Ci N o NON-PC

Last Time: 19/07/2010 03:13:48 =
Application Analysis List of User accounts: | Administrator

Guest
HomeGroupUser$
Neon

Network Analysis

Attached Devices

History list

Generate Report

AN

. MAN | [ Close Case |

Figure 19: System Analysis window
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KUSTAR Windows Registry

Forensics Tool
Application Analysis
- Startup programs: Registered Application:
NvCplDasmon - | | Windows Address Book - |
" " NV'HO'M st : :;faﬁom&aldi %
Applcelion Anieiyaa Gmnvau:ﬂnr !Jj |Wn|dnw3 Disc image Bumer
Adobe Reader Speed Launcher | Windows Photo Viewer
Adobe ARM | | Windows Modia Player
TeSelEen X [Wercpad 2]
Generic Credential:
Selact sccount name.
Khawda: - View generic
ESEES
History st Skybe:
Seloct sccount nema:
Knaia -
Ganerate Report
===

Figure 20: Application analysis window
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KUSTAR Windows Registry

Forensics Tool

Network Analysis
Network Cards:

System Analysis

Intel(R) 82567LM Gigabit Network Cannection
Intel(R) WiFi Link 5300 AGN
alysis

Intranet Networks:
Network Analysis

ece.ac.ae
euc edu
IT-MCR-Maxspot-1lan
kustar ac.ae

lab2

Attached Devices

Wireless Networks:

>
'g
g
g

profile create_date last_access []
History list =
Etisalat 2 16/August/2010 1:16:41 16/August2010 1:16:41
Etisalat 24/Aprili2010 19:43:52 23/August/2010 2:10:22
Network 24/February/2010 11:44:32 | 1/March/2010 16:21:27 =
maxspot 26/July/2010 12:29:19 26/July/2010 12:29:19
GenematelRspol KU-STAFF 17/February/2010 15:38:28 | 18/February/2010 10:27:5—
Network 4 25/August/2010 10:28:0 25/August/2010 11:12:26
Kustar WiFi 24/Februany/2010 12:7:23 | 25/Auqust/2010 10:27:46 E‘

< I | »

. MAN | | CloseCase |

Figure 21: Network analysis window
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o History List

KUSTAR Windows Registry

Forensics Tool

History List

System Analysis

Select account name:  nene -

Select a history list:
Typed URLs in Microsoft Internet Explore
Mostrecently used Microsoft Word files
Generate hi: Most recently used Microsoft Power Point files
Most recently used Microsoft Excel files
Recent WinRAR files

Most recently mapped network
Most recently typed command on the RUN dialog

Application Analysis

http:ffwww.emiratespostcom/
Network Analysis hitp:/fwww.google ae/
http:/fwww.ebay.com/
http:ffwww.youtube.com/
http:/fwww toyota. ae/
http:ffhonda.comf
hitp://abudhabi.aef

Attached Devices hitp:/ fwww.toy ota.com.kw/
http:ffwww.hotmail.comf
hitp:/fwww.youngpornmovies.com/
http:/fwww.toyota.com.sa/
http:ffwww.google.com sa/
http:/fwww.msn.com/
http:ffwww.tube8.com/
https:f{fwww.mcpvirtualbusinesscard.com/VBCServer/45e246f5-c9e1-4a23-bb5c-0elddd4as
http:/fwww.am.gov.ae/
http:ffwww.google.com.sa/search?hl=ar&.q=70-64%+contains+SIMULATIONS &meta=
http:/fwww.examguard.netitestking-microsoft-70-649

Generate Report www.surepasskitcom

http:ffup100.info/files/3QWRV JAY/I wmv

http:/jwww.google.com/

http:ffwww.maxtor.com/

http:/fwwwwdh.com/ X

. MAN | | Close Case |

History list

RCRLRIAL

Figure 22: History list window

8. CONCLUSION

The Windows Registry is a database that has been implemented in the Microsoft
Windows operating system to hold the settings and configuration of the system
hardware, applications and users profiles. It is generally accepted that the
Windows Registry holds several potentially significant elements of information
that may be valuable to forensic investigators.

The identification and recovery of evidence from storage media that is constantly
increasing in size is a time consuming process. There are several elements that
can be valuable to the forensic investigators that are contained within Windows
Registry, and it may help to reduce the time taken for an investigation if the
investigator carries out an initial search of this repository. Once the investigator
has found the relevant information, it may help to guide further work and provide
information that was not available from other sources. Consequently, the
investigation process could take less time and become simpler.

28



Journal of Digital Forensics, Security and Law, Vol. 5(4)

REFERENCES

(November 2009). An on the Scene Reference for First Responders. The
National Institute of Justice.

Carvey, H., & Kleiman, D. (2007). Windows Forensic Analysis. Syngress
Publishing.

Decoding the DateCreated and DateLastConnected SSID values From
Vista/Win 7. (2010, February 12). Retrieved August 5, 2010, from
securitybananas.com: http://securitybananas.com/?p=225

Dwyer, P. c. (2010, March 19). Cyber Crime in the middle east.
Farmer, D. J. (2008). A Windows Registry Quick-Reference.

Forrest, P., Denham, D., Prevost, S., & Klein, T. (2010, October 29). Starup
Application list. Retrieved November 1, 2010, from SYSINFO:
http://www.sysinfo.org/startuplist.php

Honeycutt, J. (2005). Microsoft Windows Registry Guide. Microsoft Press.
Kokoreva, O. (2002). Windows XP Registry. A-LIST.

Michael Solomon, D. B. (2005). Computer Forensics, jump start. SYBEX.
Microsoft Computer Dictionary. (2002). Microsoft Press.

MSN:P2P/Msnobj Description. (2009, June 22). Retrieved June 22, 2010, from
OpenlIM wiki: http://imfreedom.org/wiki/MSN:P2P/Msnobj_Description

RegistryKey Methods. (n.d.). Retrieved August 21, 2010, from MSDN:
http://msdn.microsoft.com/en-
us/library/microsoft.win32.registrykey_methods.aspx

Solomon, M., Barrett, D., & Broom, N. (2005). In Computer Forensics
JumpStart (pp. 73-155). SYBEX.

Thomas, P., & Marris, A. (2008). An Investigation into Development of Anti-
Forensic Tool to Obscure USB Flash Drive Device Information on a Windows
XP Platform. Third International Annual Workshop on Digital Forensics and
Incident Analysis (pp. 60-66). IEEE.

Vacca, J. R. (2010). Computer Forensic, computer crime scene investigation.
Charles River Media.

29



Journal of Digital Forensics, Security and Law, Vol. 5(4)

30



	Forensic Analysis of the Windows 7 Registry
	Recommended Citation

	Forensic Analysis of the Windows 7 Registry

