Best Practices for Cyber RESULTS

eyl Towards developing a usable [EREEEIEELEE

Literature Review
= Crystal Fausett, Megan Christovich,
& Dr. Joseph Keebler

Department of Human Factors and
Behavioral Neurobiology

INTRODUCTION

Password and Credential Hygiene

security framework and Workace Hygone

e Cyber hygiene is currently best understood as a
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set of cyber security steps that should be taken to ®
ensure safety and protection for users of e e r Cy e r yg I e n e
computers and other technological devices

(Vishwanath et al., 2020).

The current recommendations for cyber hygiene

protocols and methods contain varying

standardized procedures, many of which are re CO m m e n d a t I O n S L1 Malware Hygiene
idiosyncratic to particular companies, ®

organizations, and specialties.

Here, we report the initial results of a systematic
literature review instituted to develop our own
empirically grounded set of best practices for
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METHOD AN\
e Databases Scopus and Web of Science were \\ N\ \ ‘ |
e The following terms were combined via boolean \ ARN computér security

operations: “cyber hygiene”, “end-user”, | )

“behavior”, and “security”. » Data Hygiene
e Records were included and excluded based on X/ | < N/

predefined criteria INnformatio . I'lSkma/nagemeﬂt Figure 2. Reporting of initial results from academic
e Full-text papers were reviewed to distill elements Y 4 KN N\~ /; b'Y —\ 7/ literature review.
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Records identified: Duplicates removed | v { = ) P A | security Qf data/ 4 21T) o People have different threat models.
~' Y/ > & v BN WA e el . ; :
Scopus (n = 489) (n = 103} i \{ b * h ARERR P /.-, [ o It may not be possible to recommend a blanket set of
Web of Science (n = 118) | /\ enavioliaire S B~ 1 : :
fotal (n = 607) | [ K AN RN T 77 security practices that work for everyone.
X /\)’ | W\ VI A | e User effort and attention are not unlimited resources.
\ N s TEA N\ \ o Recommendations typically ignore the cost of user
Records screened based Records excluded based /A%l Compl;ltel' VIruses
on title on title $ EIEL A _ \ effort.
(n = 504) (n = 426) Ieering. o Reducingrisk is not enough, we must also consider

cost.
e Research literature may not be representative of
current cyber hygiene behavior guidelines.
o Recommendations for secure behavior may be
outdated.
o Recommendations for secure behavior may be
controversial.
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Figure 1. Flowchart of selection and inclusion of
studies.




