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Figure 3. Timestamp of run and installed file path of Mozilla Firefox in Amcache.hve

Figure 4. Recorded information related to application installed from USB drive

stores the drive letter assigned to a USB
drive. Apart from it, Amcache.hve also
stores Volume GUID of USB and the full
path of executable file placed on USB drive.

Further, no information related to previous
runs of DCode was found in Amcache.hve
file. Also, we could not find any information
related to applications when the applications
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are run from network drives.

4.2.4 B4: Installing a Metro App
from Windows Store

This experiment was performed to investi-
gate the effects of installing a Metro App
from Windows Store on Amcache.hve. For
this, a laptop running Windows 10 Pro was
considered and Facebook App was installed
from Windows Store. Subsequently, Am-
cache.hve file was extracted and parsed to
observe the artifacts related to Facebook
App. It was found that no artifacts re-
lated to Metro Apps is recorded in the
Amcache.hve file; however, information re-
lated to App under consideration were found
in ApplicationInventory.xml file. Figure 6
shows information related to Facebook App
contained in ApplicationInventory.xml file
such as program name, publisher name, in-
stallation timestamp etc. As discussed in
Section 3, these inventory files are not per-
manently stored on disk volume. Also, the
traces of evidence of Metro Apps were not
always found in this inventory file.

4.3 Set C: Performing
Anti-Forensic Attempts

on Amcache.hve

This experiment was conducted to simulate
anti-forensic attempts carried out on Am-
cache.hve file to mislead a forensic investi-
gator. For this, Amcache.hve and associated
inventory files were deleted from a system
running Windows 10 Pro. It was observed
that users cannot delete Amcache.hve file
while Windows is running as this file is open
in system; however, deletion can be achieved
by mounting Windows system drive from a
Live Boot DVD of Ubuntu 14.04 LTS. The
findings of this experiment for system under
consideration are as follows:

� When the Amcache.hve file was deleted,
it was recreated on system reboot with

new created and modified timestamps.
Furthermore, it was also observed that
if any host-based executable was run
or any software program was installed,
then new Amcache.hve file was created
in the same session with new created
and modified timestamps. The finding
of this experiment supports the theory
that Amcache.hve is always open in sys-
tem whilst the computer system is run-
ning; however, the changes in the Am-
cache.hve are written to disk when a
system reboot, shutdown, sleep, or hi-
bernation state is initiated.

� The new Amcache.hve file was found
smaller in size (32 KB) than the orig-
inal Amcache.hve file (64 KB following
a clean install).

� The further activities caused the new in-
formation to be stored in the newly cre-
ated Amcache.hve file updating its mod-
ified timestamp. For example, activ-
ity performed here on system under re-
view was installing Mozilla Firefox web
browser from USB thumb drive. Ta-
ble 6 summarizes the behavior (created
and modified timestamps) of new Am-
cache.hve file with respect to considered
activity.

To check the consistency of the findings
listed above, the same experiment was repli-
cated on a Windows 8 Pro 64-bit system and
it was observed that the results were differ-
ent, as discussed:

� When the Amcache.hve file was deleted,
it was not recreated on system reboot.
However, any user activity followed by
system reboot resulted in creation of
new Amcache.hve file.

� Running a host-based executable or in-
stalling an executable produced a new
Amcache.hve file with new created and
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Figure 5. Recorded information related to portable executable in Amcache.hve

Figure 6. Stored information related to Facebook App in ApplicationInventory.xml file

Table 6. Created and modified timestamps changes to Amcache.hve in Windows 10

Experiment Activities
Size
(KB)

Created
timestamp

Modified
timestamp

A, 1.1
Clean install
Amcache.hve

64 21/04/16 12:07 21/04/16 12:07

A, 1.1
Delete Amcache.hve
@12:20, reboot

32 21/04/16 12:20 21/04/16 12:20

B3, 1.2
Install Mozilla Firefox
visit URLs, reboot

64 21/04/16 12:20 21/04/16 12:31

modified timestamps. Size of the new
Amcache.hve was observed to be same
as of the original. Further, the effect
of user activities on Amcache.hve file in

Windows 8 Professional was found to be
same as in Windows 10 Pro.
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4.4 Forensic Utilization of
Amcache.hve Information

The Amcache.hve information can be very
useful to track the applications run on a sus-
pected system. The following subsections
demonstrate the forensic application of Am-
cache.hve information.

4.4.1 Tracking deleted applications

Previously run applications leave traces in
Windows registry, Shortcut files, Jump Lists
and in Prefetch folder. However, if the traces
from these locations are deleted manually,
the information related to run applications
can no longer be ascertained; however, the
Amcache.hve stores the traces of deleted ap-
plications and analyzing it can reveal arti-
facts of the deleted applications. The analy-
sis can also reveal the timestamp of deletion.
Therefore, if the evidence file is deleted, in-
formation related to evidence file can be ex-
tracted by analyzing the Amcache.hve file.

If a suspected user wipes out all traces
of run applications using a privacy protec-
tion tool and also cleans the traces of such
tools, the investigator cannot find the traces
of such anti-forensic behaviors by analyzing
the Windows registry, Shortcut files, Jump
Lists or Prefetch folder; however, the traces
of such privacy protection tools can be ob-
tained by analyzing the Amcache.hve file.

We considered a hypothetical case in
which a suspected user wipes out all traces
of previously run applications (say, evidence
file) by use of a privacy protection tool
(CCleaner) followed by the deletion of this
tool from the system. The investigator’s job
is to find out the information related to evi-
dence file and the traces of anti-forensic tool
considered in case.

The analysis of Amcache.hve file of the
suspected system can reveal the required in-
formation to investigator. The investiga-
tor can list out all the deleted applications

including their execution file path, times-
tamp created, timestamp of first run, ref-
erenced files by applications, timestamp of
deletion etc. The Figure 7 shows the traces
of CCleaner application in Amcache.hve file
when the application has been deleted from
the system. The timestamps of applications’
installation and deletion can be obtained by
decoding Unix 32-bit hex value to date and
time format using DCode.

4.4.2 Tracking malwares

The Amcache.hve file records hash (SHA-1)
of executable file that can provide immensely
useful information to track the applications.
Malware analysts can leverage this informa-
tion to track malwares and their referenced
files on a victim system. The traces of run
malware persist even if it get deleted or
wiped itself from the system.

To test if we can trace a malware, a com-
puter system was infected with a malware
sample ‘xiaose.exe.’ The computer system
was restarted and allowed to run malware
program followed by shutdown to extract
Amcache.hve from Windows system using
Live Boot DVD of Ubuntu 14.04 LTS. The
extracted Amcache.hve was then parsed us-
ing Registry Explorer and traces of malware
sample was observed as shown in Figure 8.
We found SHA-1 hash of xiaose.exe in value
101 as highlighted in the figure. The hash of
the malware was found to be same when it
was analyzed on Virus Total where it was de-
tected 54 times as a malicious program out of
56 anti-virus. Thus, the hash of executable
files can be very useful information to detect
the malicious programs run on a system.

4.4.3 Tracking applications run from
external devices

To identify the portable applications run
from external devices is a part of many
forensic investigations. The analysis of
Amcache.hve file can prove to be a use-
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Figure 7. Install and delete timestamps of CCleaner application recorded in Amcache.hve

Figure 8. SHA-1 hash of malware program recorded in Amcache.hve

ful forensic utility in the cases where arti-
facts of external devices mounted on a sys-
tem have been removed from the UserAssist
and MountedDevices registry key. The Am-
cache.hve file records the full path to exe-
cutable file from which the application was
executed. The drive letter recorded in this
file path can distinguish the fixed and re-

movable devices. In addition to this, the Vol-
ume GUID of external device is also recorded
in Amcache.hve file. The experimental re-
sults discussed in 4.2.3 and shown in Figure
5 that shows the drive letter and the Volume
GUID assigned to a USB device from which
the portable executable (DCode) was run.
However, no information related to drive la-
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bel and run count of portable executable was
observed in Amcache.hve file.

5. DISCUSSIONS
This section describes the information that
can and cannot be gathered from Am-
cache.hve file and similar sources. We com-
pare forensic potential of similar sources,
namely, IconCache.db, SRUDB.dat (present
in Windows 8 and higher versions) and
Prefetch folder with Amcache.hve file as
shown in Table 7. The IconCache.db file
records the file paths of applications that
have been executed, viewed, stored, installed
or copied (Lee & Lee, 2014); however, Icon-
Cache.db file does not record any informa-
tion related to timestamps of the applica-
tions. The SRUDB.dat file stores process
details including run timestamp, file path
and run count of applications; however, the
precise startup times are not available from
SRUDB.dat file, but it is possible to deter-
mine that the application was run on a par-
ticular date (Khatri, 2015). Also, the traces
from some of deleted applications were not
always recorded in SRUM data. Prefetch
files can provide information such as ap-
plication name, file path from which the
application was run, created and modified
timestamps and run count of applications.
However, if an application has been deleted
from the system, the delete timestamp is not
recorded in the Prefetch file. Also, popular
privacy protection tools such as CCleaner,
BCWipe, CleanAfterMe or Privacy Eraser
are able to delete artifacts in Prefetch files.
Fortunately, the Amcache.hve stored arti-
facts such as the timestamp of an appli-
cation’s first run and traces of deleted ap-
plications including the timestamp of dele-
tion, which are not recorded in any other
sources considered; however, the information
related to run count of applications is not ob-
served in Amcache.hve file. Thus, for better

tracking of applications we can correlate and
combine the information in IconCache.db,
SRUDB.dat and Prefetch files with the in-
formation in Amcache.hve file.

6. CONCLUSION
User activity analysis on a suspected sys-
tem is part of many forensic investigations.
The Amcache.hve file as a new artifact was
first introduced in Windows 8 that records
the information related to Windows Applica-
tion Experience and Compatibility feature.
Forensic investigators can leverage the infor-
mation retained in Amcache.hve file to trace
the user activities performed on a system
specially related to program executions.

This paper investigates the evidential po-
tential of Windows Amcache.hve file and its
application in digital forensics. For identi-
fying the artifacts retained in Amcache.hve
and investigating the effects of user activi-
ties on Amcache.hve, the experiments were
devised in three sets. The results of exper-
iments conducted in this research highlight
the important advantages of examining the
Amcache.hve file which are as follows:

� It is useful to find recent run applica-
tions and their respective history.

� It represents the information related to
Windows Application Experience
and Compatibility feature.

� The information remains in the Am-
cache.hve file even when the application
and Prefetch folder have been deleted.

� Anti-forensic tools such as CCleaner
are not able to remove Amcache.hve file
as it is being used during the Windows
runtime;

� Amcache.hve file is an excellent source
for malware analysts to trace pro-
gram executions.
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Table 7. Comparison of information recorded in IconCache.db, SRUDB.dat, Prefetch folder and
Amcache.hve

Application name
and file path

Created
timestamp

Last modified
timestamps

Run
count

Uninstall
timestamp

Referenced
files

Information related
to Metro Apps

Unknown by popular
privacy protection tools

IconCache.db X × × × × × × ×
SRUDB.dat X X × X × × X X
Prefetch X X X X × X × ×
Amcache.hve X X X × X X × X

It was observed that the Amcache.hve
file does not record the run count of ap-
plications, so forensic investigators are sug-
gested to combine and correlate the arti-
facts from other sources such as Windows
Shortcut files, UserAssist key and Prefetch
folder, for constructing comprehensive activ-
ity timelines.

7. FURTHER

RESEARCH SCOPE
The further study on Amcache.hve may be
focused on identification of unknown fields
in File and Programs keys in Amcache.hve
file. The research can also be focused on the
analysis of Amcache.hve file when the appli-
cations are run, installed or executed from
the network drive, Internet or from Windows
Store.

ACKNOWLEDGMENTS
The views and opinions expressed in this
article are those of the authors alone. We
would like to thank Pankaj Choudhary and
Nitesh K. Bharadwaj working in Digital
Forensics laboratory of DIAT (DU), Pune
and the anonymous reviewers for their assis-
tance and providing constructive and gener-
ous comments. Despite their invaluable as-
sistance, any errors remaining in this article
are solely attributed to the authors.

Page 52 © 2016 ADFSL



Leveraging the Windows Amcache.hve File ... JDFSL V11N4

REFERENCES

AccessData. (2014). Registry viewer.
http://accessdata.com/product

-download/digital-forensics/

registry-viewer-1-8-0-5. ([accessed
26-Feb-2016])

Carvey, H. (2005). The windows registry as
a forensic resource. Digital Investigation,
2 (3), 201–205.

Carvey, H. (2011). Windows registry
forensics: Advanced digital forensic
analysis of the windows registry. Elsevier.

Carvey, H. (2013). Regripper.
https://code.google.com/archive/p/

regripper/downloads. ([accessed
26-Feb-2016])

Carvey, H., & Altheide, C. (2005).
Tracking usb storage: Analysis of
windows artifacts generated by usb
storage devices. Digital Investigation,
2 (2), 94–100.

Collie, J. (2013). The windows
iconcache.db: A resource for forensic
artifacts from usb connectable devices.
Digital Investigation, 9 (3), 200–210.

Davis, A. (2012). Leveraging the
application compatibility cache in forensic
investigations.
http://dl.mandiant.com/EE/library/

Whitepaper ShimCacheParser.pdf.
([accessed 21-March-2016])

Harrell, C. (2013). Revealing the
recentfilecache.bcf file.
http://journeyintoir.blogspot.in/

2013/12/revealing

-recentfilecachebcf-file.html.
([accessed 14-April-2016])

Khatri, Y. (2013). Amcache.hve in windows
8 - goldmine for malware hunters.
http://www.swiftforensics.com/

2013/12/amcachehve-in-windows-8

-goldmine-for.html. ([accessed
10-March-2016])

Khatri, Y. (2015). Forensic implications of
system resource usage monitor (srum)
data in windows 8. Digital Investigation,
12 , 53–65.

Kim, M., & Lee, S. (2015). Forensic
analysis using amcache.hve. In Digital
forensics and cyber crime: 7th
international conference, icdf2c 2015,
seoul, south korea, october 6-8, 2015.
revised selected papers (Vol. 157, p. 215).

Lee, C.-Y., & Lee, S. (2014). Structure and
application of iconcache.db files for
digital forensics. Digital Investigation,
11 (2), 102–110.

Mee, V., & Jones, A. (2005). The windows
operating system registry–a central
repository of evidence. In Proceedings
from e-crime and computer evidence
conference (Vol. 2005).

Mee, V., Tryfonas, T., & Sutherland, I.
(2006). The windows registry as a
forensic artefact: Illustrating evidence
collection for internet usage. digital
investigation, 3 (3), 166–173.

Microsoft. (2016). Understanding shims.
https://technet.microsoft.com/en us/li-
brary/dd837644%28v=ws.10%29.aspx.
([accessed 09-March-2016])

NirSoft. (2013). Regscanner.
http://www.nirsoft.net/utils/

regscanner.html. ([accessed
26-Feb-2016])

© 2016 ADFSL Page 53



JDFSL V11N4 Leveraging the Windows Amcache.hve File ...

Singh, B., & Singh, U. (2016). A forensic
insight into windows 10 jump lists.
Digital Investigation, 17 , 1–13.

Singh, B., & Singh, U. (2017). A forensic
insight into windows 10 cortana search.
Computers & Security , 66 , 142–154.

Wong, L. W. (2007). Forensic analysis of
the windows registry. Forensic Focus , 1 .

Zimmerman, E. (2015). Registry
explorer/recmd version 0.7.1.0.
https://ericzimmerman.github.io/.
([accessed 26-Feb-2016])

Page 54 © 2016 ADFSL


