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From degree to Chief Information Security 
Officer (CISO): A framework for consideration 

  



Abstract: Educational entities are establishing program degree content designed to ensure 
cybersecurity and information security assurance skills are adequate and efficient for preparing 
students to be successful in this very important field.  Many Master’s level programs include 
courses that address these skills in an attempt to provide a well-rounded program of study.  
However, undergraduates who are in the practitioner’s world have other alternatives to gain these 
skills.  These individuals can gain various certifications, such as the Certified Information 
Systems Security Professional (CISSP) or the Certified Information Security Manager (CISM).  
Due to a perceived gap between academics and field knowledge, it appears that academic 
programs may not fully consider the very specific competencies of C-Suite members (e.g. Chief 
Information Security Officer (CISO)) since field certification may be the only validation of such 
skills. Therefore, a framework from degree to industry employment acceptance is needed.  

To this end, the current study suggests the use of a framework in which to examine and compare 
C-Suite competencies versus academic preparations. Ultimately, this framework will assist 
researchers in examining the actual, current job tasks of C-Suite members. Since the CISO 
position is new to the industry, becoming a common job title within only the last few years, the 
reporting structure for the CISO varies widely and various organizations have differing 
expectations of the position [1]. Therefore, the initial phases of this study focus solely upon this 
position as the starting benchmark.  

This paper explores historical aspects of the workforce skills gap in the area of computer security 
while providing survey validation results from Phase I of this project. This pilot investigation 
invited faculty (n=5; 24% response rate) who are both practitioners and academicians to support 
this examination and the acceptance of said framework. Demographic data includes a 
comparison between degree attainment and employment position, and asked respondents to 
compare academic preparatory tasks to that of required job market skills - those skills collected 
from the literature and employment position descriptions taken from Yahoo, Google, Monster, 
Indeed, and other HR-advertised locations.  

Lastly, respondents were asked to rank these skills by importance to establish the framework 
baseline of comparison. Future phases of this project will include a larger sample and Delphi 
results gathered during the ranking phase of this effort. Recommendations for future program 
designs will be provided upon the completion of the overall study. 

Keywords: C-Suite, Skills gap, CISO, Security, Information Assurance, Curriculum, Industry 
Competencies 

I. Introduction 

Educational entities are establishing program degree content designed to ensure cybersecurity 
and information security assurance skills are adequate and efficient for preparing students to be 
successful in this very important field.  However, the higher-level career position, such as the 
CISO, is fairly new and requires extensive knowledge and skills to ensure success. Many 
Master’s level programs include courses that address these skills in an attempt to provide a well-
rounded program of study, but undergraduates who are in the practitioner’s world have other 
alternatives to gain these skills. These individuals can gain various certifications, such as the 



Certified Information Systems Security Professional (CISSP) or the Certified Information 
Security Manager (CISM). Due to a perceived gap between academics and field knowledge, it 
appears that academic programs may not fully consider the very specific competencies of C-
Suite members (e.g. Chief Information Security Officer (CISO)) since field certification may be 
the only validation of such skills. Therefore, this work-in-process seeks to investigate the use of 
a framework to examine the degree to industry employment skill variance, if any, between 
industry and academic preparation and the perceived required skills that each group expects the 
graduate to have mastered. 

Previous research used a systematic approach, such as DACUM, to integrate the perceptions of 
practitioners in the field with that of the academicians to establish the desired curriculum. This 
process is especially useful when the degree is designed to meet emerging new occupations or 
job titles, such as the Chief Information Security Officer [2][3]. However, little research can be 
found that uses the establishment of a skill set for the C-Suite level positions based on open and 
advertised positions, then evaluated to the current academic degree programs regarding those 
required skills.  The present study reviewed multiple job advertisements on Yahoo, Google, 
Monster, Indeed and other HR-advertised locations to determine specific skills organizations 
expect of potential future employees. A skills list was developed and then presented to both 
academic and industry participants to establish a set of data for phase I and to obtain feedback 
from both participant perspectives. 

Research Question 
 
R1: Do workforce competencies for employment in a C-Suite level position vary between 
industry and academicians?  
 
II. Literature Review 

 
CIO, to CSO, to CRO: Employment within the Information Technology (IT) security field 
There are many popular and desired upper management and security positions in the areas of 
Information Technology (IT) Security and Information Systems (IS). Generally, these positions 
are referred to as the C-Suite field and the more powerful positions are viewed as (*=Security):  

● Chief Executive Officer (CEO) 
● Chief Financial Officer (CFO) 
● Chief Information Officer (CIO) * 
● Chief Operating Officer (COO) 
● Chief Risk Officer (CRO) * 
● Chief Security Officer (CSO) * 

 
The CEO typically has the highest power of the organization and is the leader of the executive 
team.  The CEO’s role is to keep the business going.  He or she must continually watch for 
business opportunities, improve efficiency, reduce costs, increase revenue or market share and 
inspire a vision for the organization [4][5].  The CEO is concerned about organizational success, 
financial issues, operational processes, and business risk. The CEO position must view the 



organization from a bird’s eye view to determine why the organization exists and what the 
ultimate goals are.  When it comes to information security, however, the CEO is typically only a 
part of a team that makes final business and information security decisions and asks questions 
such as, “Should the information security project be funded?  Is this information security strategy 
a good fit for this organization?  Are the costs (i.e. time, money, resources) for the information 
security project justified? Because of this power, it is imperative that the CEO position has a 
solid understanding of information security concepts and how they can impact an organization’s 
policies, procedures and goals. The CEO is in need of a tool or method to help him or her make 
these very critical decisions, and this is where the CIO, CRO, and CSO roles come into play and 
help to support the executive team.  

The CIO is typically the head of the IT Department. The CIO understands how technology can 
support the business in its quest to reach a specific goal and carry out an identified mission. The 
CIO must provide IT solutions that help the organization succeed [4][5]. This means that 
proposed IT projects must be completed on time and within budget.  A late IT project or one that 
goes above the projected budgeted amount can be very detrimental to the organization’s success. 
Whereas, the duties of the CRO differ slightly as they are typically responsible for many of the 
same duties as the CIO in terms of understanding the corporate landscape and ongoing security 
projects. However, their field of expertise is more of governance. As data and devices converge, 
the role of the CRO and their management responsibilities seem to vary across the landscape 
within the given literature. Nevertheless, the CRO has become a mainstay within the executive 
leadership team, and according to Karanja and Rosso [6], the CRO provides a voice within three 
managerial roles: (a) interpersonal, (b) informational, and (c) decisional within the areas of risk 
control, management, and mitigation.  

So, where does the CSO role factor in, one might ask? White papers and research articles focus 
primarily on the task of the information provider and consultant to the executive team. Papers 
often include perspective driven solutions, such as (a) present the security solution as a benefit 
and not a cost, (b) provide statistics that prove the risk is real, and (c) provide examples of real-
world incidents [7]. While these are all great communication skills to acquire or have, the 
business executive finding themselves within the role of CSO should also have some knowledge 
about conducting risk assessment which aids in the decision-making process. Thus, many that 
find themselves in high-level business leadership roles  are aware of information security risks 
but they may or may not have full insight into the level of risk they face in order to make 
informed decisions. Thus, research suggests the need for yet another executive management level 
simply known as the CISO. 

The rise of the Chief Information Security Officer (CISO) 

As the use of technology became more of a necessity than a luxury in business, the need for a 
responsible individual to address the complexities surrounding it increased.  The establishment 
of the Chief Information Officer (CIO) began in the early 1980s [8], but the need for their skills 
increased over the decades and technology became both proliferous and ubiquitous.  The CIO 
became integral to organizations and soon the CIO was a key player in the day to day workings 
of almost every organization on the planet. However, this ever-increasing use of technology 



brought with it a long list of security risks and challenges. The security risks continued to grow 
at an alarming pace and the proof became evident as more and more organizations found 
themselves in the news for yet another security breach. Security breaches not only impact the 
reputation of an organization but face financial and even legal issues, such as lawsuits.  
Researchers began to study issues related to information security issues. Standards and 
frameworks, such as the International Organization of Standardization (ISO), were developed to 
assist organizations in their struggle to securely manage their information assets. Soon the need 
for a person in charge of the security of the organization’s information system was apparent. 
However, there was not a clear understanding as to the exact role and responsibilities of the 
officer in charge [9].  

Typically, an organization is led by the Chief Executive Officer (CEO), who is in charge of 
corporate governance, as well as the major decision making processes, structures and systems 
[9]. The CEO’s main goal is to ensure the success of the organization for the investors and 
sponsors. CIOs, on the other hand, are concerned with Information Technology (IT) governance, 
which means they make decisions that ensure the technology of an organization is aligned with 
the goals and objectives of that organization. Yet, something was still missing and the executive 
team welcomed the Chief Information Security Officer (CISO) to the table.  

In comparison, the CISO is concerned with the governance of information security. He/She is 
concerned with the security of all IS and IT resources. This can include leadership, 
communication, processes and any other activities related to security information assets. The 
CISO is in charge of the security strategy and the security programs while working with all of 
the business units to ensure alignment. Karanja [9] reported that there is a lack of consensus on 
the security reporting structure. The most common person that the CISO reported to was the 
CRO or Legal Officer, followed by the Chief Operating Officer (COO). Each of which, Karanja 
indicated, was a possible issue with the development of information security best practices. If the 
COO fails to understand or is not aware of security issues, the proper resources may not be 
allocated to the security of the information assets. CIO reporting is also a concern. By ensuring 
the CIO reports to the CEO, the CEO is more likely to be provided a clear picture of the 
alignment of the technical and business aspects of the organization but miss security concerns. 

As mentioned, CEOs are concerned with the overall success of the organization and must rely on 
the other C-Suite staff for input to assist with organization decisions.  Conflict, then,can occur 
when security governance and corporate governance do not align. As continued adoption of new 
technology beomes commonplace and the data and device convergence continues to occur, such 
as cloud services (Software as a Service, Platform as a Service, etc.) the Internet of Things (IoT), 
a conflict between IT services and IT technology needs complicatesjob roles. To ignore or miss-
manage any aspect of these relationships can result in a failed business, the loss of a job, or both.  

Fruhlinger [10] reported on eight examples where theCEO, CIOor CSO was fired due to a 
security breach.  He discussed a series of 2016 hacks that occurred at Yahoo. In this example, 
Yahoo’s top lawyer was released from his position, and there were discussions from inside the 
company to release the CEO, as well.  Another cited incident included the Austrian aerospace 
company FACC. This is a case in which a phishing email was sent including a falsified request 



that appeared to come from a very high-level company official to a person with the authority to 
wire large sums of money. The money was sent and when the dust settled, both the CEO and the 
CFO were fired.  

To further complicate the landscape, another example in which the CSO of the San Francisco 
State University, who, having a full understanding of the security situation by reporting a 
vulnerability within their Oracle database structure in comparison to other high-level C-Suite 
Executives, attempted to provide the best solution for the condition unfolding. However, the 
executive team overruled and even ignored the request [4]. The security officer presented a 
solution to the executives to fix the vulnerability but was told it was too expensive.  Not long 
after, a security incident occurred. The executive leaders of the university needed to understand 
the risk. They needed tools or methods to assess the situation and to determine if the security 
officer’s solutions were the best choice for the situation and the organization.   

The information security threat is real and the need for understanding is great in this 
technological age. Hence, these skills appear to fall outside of the limits or bounds of the CEO, 
CFO, CRO, and even the CSO, thus, reporting lines have become blurred. Welcome to the rise of 
the Chief Information Security Officer (CISO).  

Work experience and requirements 

These incidents are just a small example of the risks that the executive leaders face. Yet, it 
appears that our academic systems may be failing our future executive leadership team members 
by not providing proper leadership security training within the curriculum, and as the curriculum 
is developed, it may be being developed in a vacuum without proper input from  industry.  

Karanja [9] explains that the reporting structures need to have clear roles and responsibilities. 
Additionally, each member of the C-Suite must respect and understand these roles and 
responsibilities.  The CISO should focus on the governance of the information security and all 
aspects that affect the success of the information security program, while the remaining C-Suite 
members work to ensure the CISO is a respected member of the team. To ensure the CISO can 
meet the demand of the position, the skills required of the CISO must be clearly understood and 
academics should work to ensure graduates are fully prepared to fill this critical role.  

With this concern in mind, the role of the CISO is greatly needed based upon the many 
employment ads requesting an executive team member with high-level hands-on  skills. The 
following is a general idea of what an applicant for the role of CISO must possess and are seen 
as required by most organizations (compiled using Yahoo, Google, Monster, Indeed): 

● Work Experience: An applicant to such a position should possess an average of 10 years 
of experience in the IT security area, with approximately five years of security 
management and team administration. 

● Education: Master’s degree, or greater, in IT Security in addition to multiple certificates 
in the same field. 

● Other identified CISO skills and certifications requirements per employment position 
listings included:  







  



  



 


