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ABSTRACT 
Cybersecurity leaders are not adequately developed to guide 

the re-engineering of quality customer service (QCS) workflows, 
designed with automation and AI, that interrelate with people through 
customers’ perceptions. Realizing re-engineering processes should be 
a team effort with well-versed leadership and stakeholders guiding the 
successful design through a follow-up process. Leaders must shape 
compelling and straightforward needs to learn and teach employees 
and chat boxes indispensable customer service skills demonstrating 
patience, self-discipline, flexibility, and resourcefulness in communication 
with irritated customers or difficult circumstances. Whether the analysis, 
design, development, and implementation struggles are vacuums in 
cybersecurity knowledge, skill, and abilities or a dearth of budget and 
resource limits, creating thorough QSC workflows and training 
requires time and purpose. This knowledge must be proactively, not 
reactively built. QSC re-engineering epitomizes a shift from 
reactionary behaviors to proactively preparing a well-defined 
collection of intends, activities, and aims delineating how 
organizations will contend through products and services. This article 
should benefit respondents absorbed in the success of updating and 
implementing QCS actions and workflows, practitioners who guide 
direct customer services initiatives, enterprise governance strategists, 
QCS and machine learning trainers, and learners who want to know 
more about QCS swathed in cybersecurity. 

KEYWORDS: 
Cybersecurity, customer service, humans and machines, strategy, 
continuous improvement 

1. Introduction
Customer Service (CS), whether

business-to-business or business-to-
customer, in the age of cybersecurity, must 
offer processes and changes that should lead 
to enhanced QCS. Initially, organizational 

leadership viewed CS as an essential yet 
vexing aspect of a business. In other words, 
CS was a cost center situated to deflect 
objections, protests, complaints, and probes 
commencing with mostly discontented 
customers (Morgan, 2019). IT is not the 
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sole onus of the IT department; guiding 
QCS through the technology process is a 
business concern that affects all leadership 
and employees (Nobles, 2018). Referencing 
business-to-customer experiences are 
principally brand-, product-, purchased-, 
or service-focused and envisaged as moving 
in one direction, tracking discrete, 
sequential phases and touchpoints (Sahhir 
et al., 2021). Concerning business-to-
business, customers’ experiences are 
principally relational processes (Witell et 
al., 2020). Prospective and current 
customers insist on tailor-made experiences 
and retorts to inquiries and requests in 
minimal minutes instead of hours. 
The capability of leading in QCS and the 
actuality of delivering QCS are in conflict. 
Persistent problems continue as follows: 

● Customer service succession of
steps needed to finish a task or group of 
tasks that are not in line with customers’ 
understood processes and outcomes. 

● Inability of employees to answer
customers’ questions and excessive call 
transfers. 

● Failing to meet customers’
expectancies. 

● Managing the expectations of
irritated and livid customers. 

● Inappropriate tools to handle
customers’ concerns. 

● Outdated processes and procedures
to hand QCS calls. 

● Missing acceleration procedure and
crises management. 

Organizational cybersecurity leaders 
are not adequately developed to apply QCS 
workflows, which turns CS into a revenue 
driver as opposed to just a cost center 
(Morgan, 2019). Guiding QCS to include 
cybersecurity must apply a fusion of 
boundary defenses and internal controls 
(Dawson et al., 2021; Muller, 2020). 
Cybersecurity leaders should necessitate 
education and elevated awareness of key 
knowledge related to QCS, AI, 
and cybersecurity (Burrell, 2021). 
The remainder of this article is AI and its 

integration into QCS regarding 
assumptions, limitations, delimitations, 
methods to review the literature, 
understanding the customer base, cultural 
change, automation, and QCS review of the 
qualitative semi-structured purposive 
sampling interviews, and then the results 
and conclusions. 

2. Assumptions, limitations, and
delimitations 

Assumptions, ideas made deprived of 
evidence conformation (University of 
Louisville [U of L], 2021), were made in this 
qualitative semi-structured purposive 
sampling interview and literature approach. 
First, all generations were assumed to face 
like challenges with respect to CS across 
business spectrums, face-to-face and online; 
therefore, a variety of businesses could gain 
insight from the findings of this study. 
Second, customers are assumed to recognize 
that technology is on the rise and is affecting 
CS missions and developments. Third, all 
participants were assumed to be 
knowledgeable in CS and to voluntarily 
deliver the most precise answers during the 
semi-structured purposive sampling 
interview sessions. Semi-structured 
purposive sampling interview participants 
were assumed to understand that CS is 
service actions carried out to meet 
customers’ needs (Wu et al., 2021) and that 
AI is an expected business key driver within 
a cybersecurity world (Böttcher et al., 2022). 

The study’s results were limited to the 
experiences of the participants who have 
engaged in at least ten CS experiences. 
Limitations are the restrictions based on the 
research methodology and design; in other 
words, limitations are constraints that cannot 
be controlled in this research (Sacred Heart 
University, 2020). For example, variations in 
participants’ experiences, plus the location of 
their experiences and culture, may have 
influenced the understanding and explanation 
of the experiences. Next, are delimitations, 
which the researcher will not do (elements 
outside the set boundaries). 
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The databases and their hosts 
(in parentheses) are listed in Table no. 1, 
too. These databases permitted the location 
of primary and secondary resources that 
allowed for a degree of verification 
regarding the influence of the data retrieved 
to include the data’s rigidness, 
meticulousness, as well as the controlled 
review process (Late & Kumpulainen, 
2022). Germane documents contained in 
this semi-structured purposive sampling, 
literature review qualitative research study 
focused primarily on research within the 
last five years to ensure the conclusions are 
current and embody the current context. 

4.1. Understanding the customer 
base 

Organizations must understand the 
following questions in order to grow and 
cultivate business. Who are the traditional 
and current customers? Are these customers 
residential or from commercial enterprises? 
Do customers seek more services and 
products that are utilitarian (necessary, 
functional, efficient, helpful, and practical) 
or hedonic services and products 
(enjoyable, entertaining, enchanting, and 
thrilling)? Organizations must understand 
whether their customer bases are changing 
and why. Data shows that COVID-19, a 
pandemic, changed the manner in which 
organizations continue to function. 
The pandemic propelled the need for online 
meetings, appointments, shopping, 
lockdowns, and conferences due to attempts 
to circumvent the dispersion of the virus 
and to protect the health of workers and 
customers (COVID-19 Pandemic, 2020; 
Pringle, 2021). Was the COVID-19 
pandemic the first time customers did not 
use face-to-face shopping? No, catalog 
shopping dates back to Benjamin Franklin’s 
1744 invention of mail-order (Woloson, 
2013). Later in 1872, Aaron Montgomery 
Ward established what is known as the 
contemporary mail-order business (Pringle, 
2021; Smith, 2014). The key point is that 
Ward specified that customers could return 

items they were displeased with and receive 
a full refund; this was a new CS idea of the 
time (Smith, 2014). Later in 1876, 
Alexander Graham Bell patented the 
telephone, and this invention paved the way 
for the telephone switchboard, which linked 
customers’ voices to businesses 
(Meisenzahl, 2020). This connecting 
invention propelled QCS as customers no 
longer had to travel miles and possibly not 
be able to return goods and receive services. 

Second, the organizations are more 
amalgamated with the worldwide economy 
to include growth in demand for 
value-added and the latest services. 
The marketplace is open and competitive 
and in more and more pursuit of developing 
a suitable end for individuals to discover 
purchase, and vend products and services 
(Biden, 2021). With this competitive 
marketplace, economic empowerment is 
emerging and increasing.  

Third, the fourth industrial revolution, 
technology fusing physical, digital, and 
biological worlds, pushed a key benefit for 
CS by presenting smart technologies. 
A foremost social trial and a threat of the 
fourth industrial revolution is linked to a 
surge in the yearly mandate for substantially 
capable technology developers of evolving 
technologies (Balatsky, 2019). Enhanced CS 
capability leaped from the fourth industrial 
revolution, industry 4.0, to the fifth industrial 
revolution, specifically AI. Due to the linking 
of technology and the ability to use mobile 
phones, tablets, laptops, and other internet-
driven devices (Muir, 2019), consumers are 
able to connect with CS in a ubiquitous 
manner. Industry 4.0 has fused every aspect 
of evolving technological change endeavors 
for CS (i.e., Internet of Things, and machine 
learning, and AI) in the 21st century (Burton, 
2019). Industry 4.0 progressed computer 
systems to be capable of completing 
workflow tasks that previously demanded 
human intelligence, for instance, decision-
making, language detection, visual 
discernment, and elucidation linking diverse 
dialects and languages (Burton, 2019). 
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Progressing technology is not the only 
change driving CS; it is Artificial 
Intelligence (AI), the new look of QCS in a 
cybersecurity world. The digitalization 
megatrend continues to extend worldwide; 
the exercise and preparation of systems 
intelligent thinking are vital for 
organizations pursuing to progress novel 
digital ecosystems (Siu, 2020). 

Fourth, customer perception, a past 
ignored concept, is now better understood 
by organizations (Burger, 1989). The real 
question is how much is it understood? 
Data shows that marketing researchers 
understand customers’ perceptions; on the 
other hand, organizations such as healthcare 
do not understand the impact of perception 
on business (Manary, 2013). COVID-19’s 
influence on QCS worldwide has noticeably 
altered both customers’ behaviors and their 
mandates (Yang-Fei et al., 2021). Some of 
these changes, for example, the 
extraordinary increase of technology usage 
(Kim et al., 2021) regarding online 
shopping and changes in brand loyalty, 
have severe implications for certain 
industries. 

4.2. Cultural change, automation, 
and quality customer service 

Cultural change within organizations is 
essential to applying QCS procedures. 
The toughest aspect of enhancing and 
changing CS is getting employees to undergo 
a paradigm shift. Actions and thoughts must 
change to support the new processes (Holten 
et al., 2020). Customers’ and employees’ 
styles (the ways they think and behave) and 
their attitudes (what they believe is important 
about their work) must be realigned to fit the 
new CS process. There is a need to 
comprehend customer archetypes and the 
manner in which they intermingle and relate, 
that/which leads to organizational 
performance enhancements. Inherent to 
culture is service culture, a setting wherein 
leaders have empowered employees and tools 
to offer QSC, which offers excellent CS, a 
memorable experience (Harris et al., 2020). 

Service culture is significant whether 
the CS teams are predominately people or 
automation. Globally change in the world is 
complicated, intricate, and multifaceted in a 
sense which is outside what was grasped 
fifteen years ago (Safi & Burrell, 2007). 
Organizations are shifting to online 
CS automation tools (chat box technology), 
AI-powered software that can converse 
with customers on websites or through 
Apps (WhatsApp, Facebook Messenger, 
etc.), and have specified names such as 
Sydney, and Emma. Customers’ reactions 
are linked to the content of the chat boxes, 
the perceived value of the changes, as well 
as cultural characteristics of the change 
(Holten et al., 2020). Connected to change, 
culture and QCS is an emerging experience 
economy with interactive capabilities to 
include customer self-service, portals email, 
live chat, and phone; this is a shift from 
theory to actuality. Leading companies in 
CS like Disney and Nordstrom have their 
methods entrenched in their cultures (Post, 
2021) to include the overall experience. 

4.3. Defining the customer service 
experience 

Since 1876, customers began 
anticipating and foreseeing more in terms of 
service. Why is this the case? Customer 
service is not a single-provider experience. 
Customers compare received service to other 
received services. They expect the currently 
received service to be the best service 
experience. No longer are text notifications 
features, and online services considered 
special features that require a price. Becker 
and Jaakkola (2020) stated the CS experience 
is a lived familiarity and a distinctive and 
idiosyncratic experience. The mixture of 
experiences is problematic to comprehend 
and requires the use of technology. 

The CS experience and customers’ 
treks are not distinctive regarding business-
to-consumer experiences. On the other hand, 
they are comparably existing in business-to-
business experiences (Roy et al., 2019). 
What’s more, the business-to-consumer and 
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business-to-business experiences are 
correspondingly pertinent (Roy et al., 2019). 
Individually, the business-to-consumer and 
business-to-business experiences accentuate 
that the fundamental relations and dealings 
between service offerors and customers are 
the experiences (Witell et al., 2020). Let us 
review business-to-business and business-to-
customer practices. 

The data shows that the service 
delivery process between the service 
providers and customers and the CS 
experience have been investigated separately 
(Dabaghi et al., 2022, Demirel, 2022, 
Saricam, 2022). Sahhar et al. (2021) posited 
that there is no clear understanding of 
customers’ QCS viewpoints because just the 
performances observed and perceived by 
customers have been documented. What’s 
more, organizational CS experiences are not 
complete because customers’ responses and 
feedback are not captured, thus allowing 
customers’ responses and feedback 
effectiveness to exist as unconsidered (Sahhar 
et al., 2021). Both sides of the situation are 
needed. Moreover, each interpretation of the 
CS experience of each of them has not 
received enough attention. What is missing 
are the solutions in which both parties 
co-establish answers and clarifications. 
This study exposes the two-fold standpoint of 
the CS experience and its capability to offer 
answers to CS provider exercises associated 
with CS offerors’ connections and dealings 
throughout the experience. There must be a 
complete understanding of the connection 
amid customers and service offerors. 
Henceforward, this article is steered by five 
research questions reviewed under the 
heading, Review of the Semi-Structured 
Purposive Sampling Interviews. 

5. Customer Service and 
operational planning in the age of 
Artificial Intelligence 

The salient question is how does CS 
connect to operations in the age of artificial 
intelligence? Customer service, once thought 
of as a single point of contact for customers, 

is now reviewed as customers’ overall 
journey connection to operations (Sahhir 
et al. 2021). Customer service representatives 
help customers in multiple ways – in advance 
of transactions, all through, and subsequently 
regarding the use of products and services. 
According to Moubayed (2022), artificial 
intelligence (AI) is able to increase the QCS 
experience in addition to growing revenue 
within the service department. AI is used to 
help diagnose concerns and offer data to 
correct malfunctions (Burton, 2019; 
Moubayed, 2022). More and more 
organizations are building AI-enabled 
platforms to improve CS. Operational 
planning is significant to understand. 

Operations planning pushes and 
drives the completion of progressions and 
procedures to do activities related to aims 
void of humanoid help has become a vital 
provider which saves time, reduces costs, 
and introduces work areas external to 
humanoid physical competencies and 
abilities. Yes, we are in the age of artificial 
intelligence data-driven Internet of Things 
systems (IoT), in which a vast collection of 
systems is or can be straightforwardly 
linked to the internet (Galbraith & 
Podhorska, 2021). Customer service with 
the utilization of digital technologies 
without face-to-face contact is termed intact 
(Lee & Lee, 2020). 

The key point is that the intricacy of 
autonomous performances and actions 
persists to multiply and remains ubiquitous 
(Yang-Fei, 2021). Existing automation 
encounters involve linking every aspect of 
the scheme. With this, there is the offering 
of their actual and instantaneous operational 
information, which is essential for 
organizations to amass and understand the 
manner to manipulate the system to realize 
the aims and objectives. 

6. Review of the semi-structured
purposive sampling interviews 

Additional data was gathered for this 
new look of CS in a cybersecurity world 
through 12 semi-structured purposive 
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sampling interviews, a number deemed 
academically appropriate to reach 
saturation (Rosala, 2021; Saldaña, 2021). 
The why for the semi-structured purposive 
sampling interviews is reasoned as an 
applicable method to collect data when the 
researcher desires to: (1) gather qualitative, 
open-ended information; (2) investigate 
research respondents’ views, experiences, 
feelings, and beliefs regarding a specific 
topic; and (3) examine profoundly into 
individual and sometimes sensitive issues 
(Tjoflat, 18). Akin to (Brown Jackson, 
2016; Lu, 2015), participants were emailed 
a request to participate in this study. 
Included in the request was the reason for 
the study and the note that the participants 
could stop the study at any time. 
After participants agreed to participate, a 
time and date to participate were sent to 
each participant. Two transcribers were 
used to document the interviews, and the 
interviews were recorded using Zoom. 
Later the data was transcribed and sent to 
the associated participants for review. 
Two other researchers appraised the 
analysis, developing themes, and 
participant responses to safeguard the 
accuracy of conclusions, in accordance with 
Gibbs (2012) and Maxwell (2012). 
Any noted changes made were returned to 
the participant for re-review and approval 
(Creswell, 2022). This researcher based the 
research findings on the participants’ 
narratives instead of the researcher’s stance. 
Due to taking careful precautions, readers 
can interpret the results with confidence in 
following the direction this researcher 
directed data collection questions to obtain 
data and outcomes (Nyirenda et al., 2020). 
Interview permission was obtained prior to 
the semi-structured purposive sampling 
interviews via email and re-established at 
the time of the semi-structured purposive 
sampling interviews utilizing information 
sheets. A total of 5 questions were 
presented, but respondents were given 
space to deliberate on other relevant 
concerns. 

6.1. Semi-structured purposive 
sampling research questions 

This section offers data results for the 
semi-structured purposive sampling 
research study design by giving data that 
arose for five (5) research questions.  

The questions are as follows:  
Describe what you consider to be 

good customer service experiences. 
Describe what you consider to be bad 

customer service experiences.  
Describe the differences between 

customer service experiences when 
speaking to representatives and when using 
a chat box or APP. 

Describe the influencers on your chat 
box or APP customer service experiences in 
terms of the perceived quality of the overall 
event. 

The reasonably minimal numbers of 
research participants or circumstances in 
qualitative research preserve the 
individuality of each analysis (Creswell, 
2022; Simmons, 2014). Applying a 
moderator and the dual-observer slant 
guaranteed that participants’ answers were 
correctly documented (Oge & Burrell, 
2012). Also, research results were 
documented using sample quotes from the 
original text from the participants, a 
technique that assists as supplementary 
proof for the themes of the interviews and 
is based on the interviewees’ individual and 
subject matter knowledge (Kuckartz, 2019). 
Sections 6.1.1 through 6.1.5 will offer 
sample participant responses and themes. 
Qualitative research encompasses non-
statistical practices of examination to study 
social phenomena using inductive processes 
(Tenny et al, 2022). Themes arose from the 
interviews (Creswell, 2022; Tenny et al, 
2022). 

6.1.1. Responses to Question 1 
In response to the initial research 

question, the respondents were asked, 
“Describe what you consider to be good 
customer service experiences?” Sample 
responses are: “I believe good customer 
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service experiences include receiving fast 
responses when I ask questions or explain a 
concern”. Another respondent added, 
“Good experiences must be felt whether I 
speak with a person of some of this animation 
that corresponds with customers”. Also, 
In terms of the customer, companies have 

added technology wherein a robot or 
something talks to the customer; these robot 
responses are different according to the 
company”. “Another great customer service 
experience is when organizations procedures 
for those who do not understand technology, 
and can only voice what they need to say”. 

Table no. 2  
Five (5) themes identified: Question One (1) 

6.1.2. Responses to Question 2 
The second request was: “Describe 

what you consider to be bad customer 
service experiences?” Sample responses 
are: “Bad customer is when the 
representative talks over me as I am trying 
to explain my concern. Also, I do not like 
those chat boxes. Most of the time, they do 
not list my issue”. Another respondent 
added, “I do not like the chat boxes because 
they often do not understand the product 
issue I am explaining”. Another response 

was, “A customer service representative’s 
attempt to help more than one customer at 
a time is bad”. “Let me add that some of 
these online customer service Apps will 
keep asking the same question repeatedly. 
It is clear the customer service technology 
did not understand what I was saying”. 
“One thing I do not like is being 
transferred to someone with a thick accent 
that I cannot understand. This type of 
transfer happens far too often out of 
frustration, I hang up”. 

Table no. 3  
Four (4) themes identified: Question Two (2) 
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6.1.3. Responses to Question 3 
The third request was: Describe the 

differences between customer service 
experiences when speaking to 
representatives than when using a chat box 
or APP. Sample responses are: “I like 
working through the customer service Apps. 
I do not have to speak with a live person. 

 I just select or write the needed response.” 
Conversely, another respondent said, 
“When I have a concern, I prefer to talk 
with a live person. Also, these companies 
want your money, but they do not have the 
decency to have people help you when there 
is a problem.” 

Table no. 4  
Four (4) themes identified: Question Three (3) 

6.1.4. Responses to Question 4 
The fourth request was: Describe the 

influencers on your chat box or APP 
customer service experiences in terms of 
the perceived quality of the overall event. 
Sample responses are: “I do not believe that 
the chat box or APP is giving me all the 
information I need. The chat box or APP is 
not able to add interpretation to my 
questions or statements. I have not 
experienced quality service with chat boxes 
or APPs.” Another respondent said, 
“Companies seem to think that their 
individual chat boxes and APPs are the 

best. I get aggravated when I get a chat box 
or APP and get asked the same question.” 
“Let me add this, I realize that technology 
is an influencer; however, all technology is 
not of the same quality.” “Personally, once 
I experience a chat box or APP of low 
quality, I do not shop from that company.” 
“Another quality point is that AI is used to 
respond to self-serve tickets, group 
complicated tickets as determined, and as 
an information repository to help customer 
service representatives locate needed 
replies and solutions quicker.” 

Table no. 5  
Three (3) themes identified: Question Four (4) 
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6.1.5. Responses to Question 5 
The fifth request was: “Describe the 

influencers on your person-to-person 
customer service experiences in terms of 
the perceived quality of the overall event”. 
Sample responses are: “I feel I receive 
better service when I speak with a 
representative. My questions are answered 
and concerns addressed without being 
asked the same thing over and over”. 
Another respondent said, “I have received 
poor quality from speaking to customer 
service representatives the same as I have 
received poor quality from chat boxes and 
APPs. I believe the difference is the 
programming of the chat boxes and APPs 
and the training and empowerment of the 
customer service representatives.” “On the 
other hand, speaking to customer service 
representatives offers the ability to ask 
more detailed questions. Customer service 
representatives do affect my future 
purchasing decisions.” “My decisions are 
based on the representative’s knowledge 
and ability to resolve my concern.” Yet, 
another respondent offered, “I understand 
that COVID-19 and a lack of employees 
have changed service. Yet, the quality of 
service remains significant. Proper and 
timely feedback to customers is essential.” 

7. Conclusions
The responses from each of the

qualitative semi-structured purposive 
sampling interview respondents targeted the 
scholarly literature referencing QCS 
operational planning. To reduce operating 
costs, it is crucial to craft a technological 
operation plan that will progress the 
delivery of quality of service. Gaskin 
(2008) spoke about the cost of poor CS. 
A customer ordered a dynamic desktop 
with RAID 0 (Redundant Array of 
Independent Disks), and the RAID 
controller chip did not function right. Due 
to a defect, the customer could not correct 
his issue. The customer had various 
conversations with Dell support and finally 
received a replacement. Months later, 

according to Boyd [different name used to 
protect the customer], an executive 
contacted the customer and rudely stated 
that the customer had no other option and 
every concern was the customer’s fault 
(Gaskin, 2008).  

As given by Yang-Fei (2021), 
previous studies centered on technology-
related service invention and origination, 
while humanoid-related service 
improvement and invention persist in 
remaining unaffected. Ogunjimi et al. 
(2021) stated the digitizing of organizations 
carries on to alter customers’ buying 
patterns. This research team offered that 
brick-and-mortar retail establishments, 
particularly (small and medium enterprises) 
continue to encounter unparalleled trials. 
On the other hand, this study found that 
there is not always an optimistic connection 
between service quality and customer 
satisfaction. This study shows that CS will 
work better when certain tasks, workflows, 
and activities are automated and added to 
the CS experience. Research refers to 
customer studies wherein technology was 
central to the process and labeling 
humanoid modernization and improvement 
factors as the lesser of the two. 

Alternatively, a need exist for the 
face-to-face or live CS experience. 
As organizations push to save money 
through technological advantages, this 
technology does not work for customers 
unfamiliar with technology and those not 
contented with CS usage. Yang-Fei (2021) 
stated another reason for face-to-face or live 
CS could be a set aside for a select group of 
customers to make them feel distinct and 
superior. Face-to-face or live CS could 
become an exceptional service for a 
distinguished group of people. This study 
reveals that the quality of CS experienced is 
believed to be low when contrasted to 
customers’ outlooks. Pioneering CS 
represents the capability to connect with 
companies on various platforms (live chat 
with a representative, phone, email, 
Twitter, Facebook, and mobile devices). 
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Such platforms should be capable of 
scheduling appointments. Customer service 
systems could track orders, exchanges, 
cancellations, returns, purchase history, and 
maintain customers’ preferences. 

Touchscreens are popular in this 
internet age. Organizations should ensure 
technology stress first touch resolution. 
Additionally, the systems should offer 
contextual help depending on the 
information needed. 

Whether business-to-customer or 
business-to-business, workflows are needed 
to offer a sequence of actions essential to 
finish an undertaking. Other than the first 
step, every sequence in a workflow should 
have an exact action prior to and an exact 
action after it. Key CS business process 
improvement developments lead toward 
planned and tested updates and offer the 
highest return. The returns can entail cost 
decreases and technical enhancements that 

extend to improvements in the engagement 
service infrastructure. 

More than CS and business 
professionals should be involved in the 
information input. IT and cybersecurity 
professionals should be involved in the 
future (to-be) state of the technology 
design. Cybersecurity, initially thought of 
as an IT problem, is now understood as a 
business problem (Murphey, 2020). 
Paradoxically, cybersecurity leaders bring 
forth the dire and critical aim of 
safeguarding organizations (Doan, 2019). 
The CS design and development process 
should have a diverse team for input, 
incorporate innovation, be secured with 
cyber security, and be well developed to 
attract a diversity of targeted customers. 
The inclusive QCS process must be well 
analyzed and designed to influence positive 
change. 
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