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ABSTRACT

Digital content created by picture recording devices is often stored internally on the source device,
on either embedded or removable media. Such storage media is typically limited in capacity and
meant primarily for interim storage of the most recent image files, and these devices are
frequently configured to delete older files as necessary to make room for new files. When
investigations involve such devices and media, it is sometimes these older deleted files that would
be of interest. It is an established fact that deleted file content may persist in part or in its
entirety after deletion, and identifying the nature of file fragments on digital media has been an
active research area for years. However, very little research has been conducted to understand
how and why deleted file content persists (or decays) on different media and under different
circumstances. The research reported here builds upon prior work establishing a methodology for
the study of deleted file decay generally, and the application of that methodology to the decay of
deleted files on traditional computing systems with spinning magnetic disks. In this current work,
we study the decay of deleted image files on a digital camera with removable SD card storage, and
we conduct preliminary experiments for direct SD card and USB storage. Our results indicate that
deleted file decay is affected by the size of both the deleted and overwriting files, overwrite
frequency, sector size, and cluster size. These results have implications for digital forensic
investigators seeking to recover and interpret file fragments.

Keywords: digital forensics; digital trace; file fragment; residual content; deleted data
persistence; deleted file decay
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1. INTRODUCTION

The use and operation of digital devices creates
associated digital traces: files and data on
storage devices, data
network traffic, Windows registry keys, CPU
register values, etc. These traces, in whole and
in part, are used by digital
investigators to infer and reconstruct past
events, and are also harvested by criminal
actors to collect private information. The
persistence and decay of digital traces over
time varies based on the type of trace, the
storage or processing medium, and other
inadvertent or deliberate activity which may
damage or destroy the trace. While some
traces may remain intact over time, most
deleted or otherwise released content is altered,
destroyed, and disassociated over time due to
normal operation
obfuscation activity. The current
practice in digital forensics accepts that traces
and trace fragments may or may not be
available. Analysts are able to reason over the
traces that are available, and in specific cases
may attempt to explain the
significance of trace presence or
however, the
addressed, in a rigorous and generalizable
manner, the question of why trace or trace
fragments do or do not persist or decay.
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state of the art has not

Most digital traces, such as allocated files,
configuration settings, running processes, or
network traffic are designed to persist while
they are allocated or in use; however, once de-
allocated, passed to
another process, these traces are subject to
decay, modification, and destruction. For
example, a file is stored on a magnetic hard
disk or solid-state media in groups of sectors
called clusters. A sector is the smallest unit

no longer active, or

that a block device can read or write in a
single operation, and a cluster is the smallest
unit that a file system can allocate or de-
allocate. Clusters are often multi-sector and
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aligned, but not necessarily. When a file is
deleted, the file system marks the -clusters
storing the data as available for future use as
needed, but does not typically alter any of the
original file data in those clusters. The
operating system and its file system may
eventually overwrite some or all of the media
sectors used to store the original file. As a
result, some or all of the deleted file will be
destroyed, while other parts may remain intact
for an indefinite period of time. Tools exist to
"undelete" files when the data remains intact,
file carving techniques (Ravi et al, 2016) (Yi et
al, 2015) (Garfinkel, 2007) can recover full or
partial files deletion, and
investigators regularly recover full and partial
traces from media. While solid state hard disks
(SSDs) and thumb drives may use the same
file systems as magnetic hard disks, the
underlying operation of these devices is
significantly different. The flash memory of
SSDs and thumb drives has an additional
processing layer, called the Flash Translation
Layer (FTL), which is designed to optimize the
reliability, performance, and lifetime of the
device. FTL implementations are generally not
published and vary across vendors and device
types, although recent work reverse engineers
the firmware of flash implementations to
reconstruct data (Zhang, 2015). The FTL and
associated device logic implement wear leveling
(writing to all locations an even number of
times), TRIM (preemptively erasing storage
locations so they are ready for a subsequent
write), and proactively rearrange the data
within the storage device. As a result, deleted
file persistence on magnetic and flash devices is
significantly  different,  although  TRIM
implementations are quite fragile and
frequently do not work as designed (Gubanovis
& Afonin, 2014), leaving more data available
for recovery than expected.

after forensic

To help visualize deleted file decay and
partial trace recovery, a deleted BMP image
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file was repeatedly rendered as sectors of the
original file were overwritten. This sequence of
images is shown in Figure 1, where 100% of
the sectors are intact on the left, and sectors
are overwritten going from left to right until
only 15% of the original sectors remain intact
for the rightmost image. The BMP image
format is most suitable for such recovery, as
file contents map directly to the image layout,
although other work (Sencar & Memon, 2009)
(Uzun & Sencar, 2015) has shown that partial
image recovery from other image formats is

possible as well. For arbitrary file types, work
by Garfinkel and McCarrin (2015) investigates
the probative potential of file fragments. The
work presented here helps to understand the
factors affecting deleted file decay on flash
media, and is relevant to digital forensic
investigations as practitioners extend their
capabilities beyond whole file recovery and into
partial file recovery and interpretation.
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Figure 1. Rendering deleted BMP file as it decays

2. RELATED WORK

Fairbanks and Garfinkel (2012) posited factors
which might affect the persistence of deleted
file content. This paper is predated by other
work observing the effects of data persistence
but not attempting to explain it beyond the
immediate case. In chapter 7 of their 2005
book Discovery,"
Venema (2005) published experimental data

"Forensic Farmer and

and partial explanations for the persistence of
deleted file While wuseful, the
experiments were limited in scope, and the
discussion sought to explain the observed

information.

persistence given aspects of their particular
test system rather than computer systems in
general. As noted by Venema elsewhere (Reust
& Friedburg, 2006), "...persistence of deleted
file content is dependent on file
activity, and amount of free space (a complex
relationship)." Roussev and Quates (2012)
tangentially show the effects of data
persistence in a case study of the M57 dataset.
The case study focused on content triage using

similarity digests, but the paper includes a

system,
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graph of deleted file data persistence for a
specific example (see Figure 1 on page S66 of
that publication). The decay effect, observed
as an almost linear reduction in deleted file
content over a matter of days, is explained by
the user deleting the files and continuing to
use the system normally. Had the user in this
case employed a well-implemented
deletion tool, as discussed in (Joukov et al,
2006) and elsewhere, the original file data
locations would have been overwritten and
immediately  upon
deletion. Such tools typically do not address
the possibility of data remnants in locations
other than the primary storage -clusters,
meaning that remnant recovery is possible

secure

rendered irrecoverable

even in the face of secure deletion. An
example of this is when a new copy of a file is
made during the modification process and the
original version is then deleted. Although the
new version will be securely erased, the
persistence of the clusters that constituted the
original version is unknown.

happen in the absence of file modification due

This can also

Page 155



CDFSL Proceedings 2017

Understanding Deleted File Decay On ...

to drive defragmentation. The challenge in
such cases, and in any experiment or
investigation without ground truth, is how to
establish that a remnant is part of a specific
original file vs. a false positive, a situation
which is discussed in (Garfinkel et al, 2010).
The work proposed here will track the sectors
of a deleted file in place, although integrating
this with other work finding and reasoning
over deleted file fragments found in any
location is a logical next step and will lead to a
more complete model of deleted file
persistence.

Factors affecting deleted file persistence
noted by Fairbanks and Garfinkel include
device types, especially the difference between
magnetic and flash storage. Bell and
Boddington (2010) wrote one of the first
complete analyses of this effect for solid state
drives. Later work, including (Casey &
Turnbull, 2011) (Huang et al, 2015), discussed
the impact of flash memory for digital forensics
in the context of mobile devices and the
recovery of fragmented files. Fairbanks and
Garfinkel also suggest that file type may affect
deleted file persistence, suggesting email
databases as an example. As early as 2007,
(Stahlberg et al, 2007) and (Litchfield, 2007)
discussed deleted data persistence in databases
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